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By Andrew M. Johnson, OE&TA

Competition in 2035 Study                                                    
TRADOC G-2 Operational Environment and Threats 
Analysis Directorate (OE&TA) conducted a study to 
assess how China could exploit OEs during competition 
through 2035 to gain strategic advantage, especially in 
relation to the US. To achieve the study purpose, the 
following research questions were explored:  

●● What conditions will likely shape the strategic environment 
in 2035? 

●● Of  the conditions identified, which are conducive to 
exploitation by China? 

●● Based on our understanding of  Chinese strategy, how and 
where might China exploit the identified conditions in 
2035? 

●● What are the implications of  the predicted Chinese 
exploitation for the US Army?

The answers OE&TA developed to these research 
questions provided insight into how Soldiers, leaders, 
and units can and should shape training to best prepare 
to operate during competition with China. 

Exploitable conditions across the strategic 
environment in 2035                                              
The Army Multi-Domain Operations (MDO) concept 
introduces the idea of  exploitation of  conditions 
by adversaries across the competition continuum 
but stops short of  identifying what conditions are 
exploitable.1 OE&TA began its study by identifying 
pervasive conditions across the contemporary strategic 
environment. OE&TA then assessed which of  the 
conditions that could be exploited would likely continue 
through 2035. Ultimately, OE&TA identified 24 
strategic environment conditions that actors will likely 
exploit through 2035:i  

•	Persistent State of  Competition
•	Erosion of  the Liberal World Order
•	Multi-Polar World
•	Fragile and Failing States
•	New International Cooperation Models
•	Use of  Proxies

•	Diverse Technology Actors
•	Information Communication Technology Ubiquity
•	Technology Access Gaps
•	Technology-Reliant Societies
•	Crypto-Technology Use
•	Contested Spaces
•	Competing Narratives
•	Factionalized and Polarized Societies
•	Effects of  Urbanization
•	Dominance of  Cities
•	Demographic Pressures
•	Resource Competition
•	Economic Inequalities
•	Specialized Economies
•	Interconnected Economies
•	Infrastructure Capacity Challenges
•	Climate Change
•	Disease Evolution 

The study excluded conditions that were less 
operationally relevant or were geographically limited. 

At first glance, many of  these conditions appear 
to have few or no tactical (or even operational) 
applications. However, ground manifestations of  
these conditions are familiar to Soldiers and leaders. 
Tactical and operational aspects of  these conditions 
can be replicated in training scenarios and have been 
for nearly two decades. Although the US Army is 
transitioning focus from violent extremist organizations 
(VEOs) to “Great Power” or “near-peer” adversaries, 
the conditions have not changed. Regardless of  the 
adversary (or adversaries), training and exercises should 
continue to replicate these conditions. 

The key to replication is the scale of  the condition in 
the scenario. For example, the condition “Economic 
Inequalities” should apply to a class or group of  people, 
such as a minority group, a patron-peasant society/
economy, or the divide between the population and an 
affluent political and/or military class. The difference 
from previous VEO-focused training scenarios is how 
the different adversaries would exploit these conditions. 
The US Army must understand multiple conditions 
and potential actions by multiple actors, decide how to 
deal with them, act/react to the conditions/actions, and 
then continue to do so in a continuous loop.

Competition in 2035: 
Training for Multi-Domain Operations in Competition with China

This article is adapted from the TRADOC G-2 Operational Environment & Threat Analysis Directorate 
report Competition in 2035: Anticipating Chinese Exploitation of Operational Environments

i. Conditions are listed here in loose groupings, and not in any order of importance. For definitions of all 24 conditions, please see page 7. For additional information, please 
consult the TRADOC G-2 OE&TA report Competition in 2035: Anticipating Chinese Exploitation of Operational Environments.
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OE conditions consistently exploited by 
China for competitive advantage                                           
OE&TA examined the future strategic environment 
conditions in the context of  current and forecasted 
trends as well as Chinese strategy, interests, and 
capabilities.ii While China would likely exploit any of  
the 24 conditions if  it can gain advantage, OE&TA 
identified four conditions that China consistently 
exploits, as well as examples of  methods that China 
frequently employs in exploiting each of  these 
conditions. Understanding this and training in scenarios 
replicating these conditions and methods reduces 
uncertainty and provides Soldiers, leaders, and units 
with insight into further potential Chinese actions.

Infrastructure Capacity Challenges are 
inadequacies of  current systems to meet the 
needs/challenges of  the population. China targets 
undeveloped and fragile environments where its 
capital investments, technology, and human capital 
can produce financial gains and generate political 
influence. Example: China is funding major infrastructure 
projects under OBOR, which can give China access to, and 
in some cases control over, the systems it is developing.

Interconnected Economies are economic systems 
that are linked to other economic systems. China 
seeks partners and opportunities to become 
a significant stakeholder in a wide variety of  
economies in order to capitalize on its investments 
as well as generate political influence. Example: 
China produces electronics that become the base equipment 
for larger technology markets, and can provide access to 
associated data and technology.

Specialized Economies are focused on a limited 
(niche) scope of  goods and services within the 
global market. China looks for opportunities to 
partner with specialized markets and leverage their 
vulnerabilities for gain. Example: China has employed 
predatory lending practices to exploit hydrocarbon-based 
economies for preferential access and continued influence.

Technology Access Gaps exist as technological 
advancements and access vary globally and 
are primarily available to those with control 
of  technology distribution and use. China 
gains partners, influence, and access to data 
and technology by targeting technologically 
underdeveloped areas.  Its investments in 
technology and development of  technology 
infrastructure provide partners with key resources 
and competitive advantages by filling technology 
gaps. Example: OEs around the world benefit by having 
China-based companies establish operations internationally 
and improve their communications systems to 5G, which can 
provide China access to all data on those networks.

Chinese application of  the instruments of  
national power   during competition                                        
China employs a whole-of-nation approach to 
competition and conflict, employing all instruments 
of  national power. OE&TA case studies revealed 
several of  China’s preferred methods. Replicating these 
methods in training and exercises provides Soldiers, 
leaders, and units with practical experience of  situations 
similar to those they will likely face in an OE with a 
Chinese competitive presence.

Diplomatic

China employs a charm offensive with potential 
partners to gain economic influence by portraying itself  
as the “partner of  choice.” By 2035, China will have 
expanded its diplomatic influence through increasingly 
outward policies, making significant inroads with 
partners that are disillusioned or frustrated with the US. 
Diplomatic efforts are supported by, or supporting, the 
Information, Economic, and Financial instruments of  
power (see below).

Information

China will continue to employ the Information 
instrument of  power in support of  all actions and 
objectives in competition and conflict. Psychological 
Warfare and Public Opinion Warfare are two of  
China’s “three warfares” (along with Legal Warfare, 
outlined below) which it uses to support all objectives 
and actions employing other instruments of  power. 
Psychological Warfare uses propaganda, deception, 
threats, and coercion to affect the adversary’s decision-
making capability. Public Opinion Warfare disseminates 
information for public consumption to guide and 
influence public opinion and gain support from 
domestic and international audiences. Additionally, 
by 2035, China will make tremendous advances in 
innovative and disruptive capabilities, including cyber, 
artificial intelligence (AI), and machine learning. China 
will be a world leader in global information technology, 
despite protestations from the US and other Western 
countries over concerns of  Chinese data access through 
its systems and equipment.2 

ii. For case study analyses, please see the TRADOC G-2 OE&TA report Competition in 2035: Anticipating Chinese Exploitation of Operational Environments.
iii. Diplomatic, Information, Military, Economic, Financial, Intelligence, and Law Enforcement/Legal (DIMEFIL)

China’s Strategic Objectives
Perpetuate CPC rule

Maintain internal security and stability
Sustain economic growth and development

Defend national sovereignty and territorial integrity
Maintain regional stability

Secure China’s status as a great power
Safeguard interests abroad

iii
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While deployed to areas of  competition between the 
US, its partners, and China, Soldiers and leaders will 
likely experience aspects of  China’s “three warfares;”3 
and therefore training and exercises should replicate 
aspects of  each. While the Army has troops and units 
specializing in these methods and how to counter 
them, ALL Soldiers and leaders must understand 
and be able to recognize how China employs these 
measures. Army forces will likely deploy to areas 
saturated, if  not dominated, by Chinese technology. 
INFOSEC, OPSEC, and other safeguards and 
countermeasures must be known, practiced, and 
implemented routinely to maintain integrity of  US 
information and communications systems. Bare base 
/austere environment training will enable units to 
operate independent of  host nation or partner systems, 
providing insulation from systemic Chinese access. 
Counter-Intelligence (CI) and cyber defense training is 
critical for all Soldiers, leaders and units in addition to 
integrating with those capabilities while training for and 
deployed in OEs with pervasive Chinese personnel and 
technology presence.

Military

China will use direct military power as a last resort, but 
is more likely to employ the PLA in a coercive and/
or supporting role to other instruments of  power. 
Beyond its primary role ensuring domestic security 
and stability throughout Chinese territory, China 
will continue to employ its military as a deterrent, to 
support promotion of  China’s global image, and to 
facilitate its economic and political objectives overseas. 
The military means China will use, and that US Army 
forces may likely encounter, include continuing to be 
a leading contributor of  peacekeeping forces to the 
United Nations in areas of  Chinese economic interests, 
providing non-uniformed security forces at investment/
project sites in unstable areas, and conducting train, 
advise, and assist activities with potential partners of  
economic interest to China. 

These forces and activities are easily replicated in 
training. Scenarios can be developed to present Soldiers, 
leaders, and units with dilemmas involving both overt 
and covert PLA presence. ROE must be developed and 
exercised to cover a Chinese presence of  both military 
and “civilian” personnel and formations.

Economic

China will continue to rely primarily on the economic 
instrument of  power to gain influence. By 2035, the 
“One Belt, One Road” (OBOR) initiative will have 
increased China’s access and economic influence 
globally. China will have reduced its dependence on 
foreign energy by pursuing renewable and nuclear 
power, with most of  its remaining energy imports 
originating in unstable areas such as Venezuela 
and central, eastern, and southern Africa. Chinese 
infrastructure development and trade transactions 
could result in Chinese personnel presence and access 
to—if  not control of—infrastructure, systems, and 
materials. This is most likely in transportation and 
information infrastructure and energy and natural 
resources transactions. China’s relationships and 
presence will likely influence partners and services, 
which could impact Army operations. Additionally, 
forced technology transfers and industrial espionage by 
Chinese companies and intelligence services will pose 
threats to partners and US entities alike. 

As mentioned above, Army forces must train to expect 
and mitigate Chinese access and influence across 
many aspects of  OEs where China is competing for 
advantage.

Financial

China uses the financial instrument of  power in 
conjunction with the economic instrument of  power to 
gain influence through loans and leveraging host nation 
debt. Financial pressure may be applied to host nation 
civilians, business, government, and security forces that 
can affect Army operations. 

Intelligence

Chinese intelligence services are involved in military and 
industrial espionage to gain information as well as to 
clone and modify technology for the PLA and Chinese 
industry. 

INFOSEC, OPSEC, and CI training for ALL Soldiers 
and leaders, along with integration of  CI capabilities 
with deployed units, are necessary to mitigate the threat 
posed by foreign intelligence activities. 

Law Enforcement/Legal

Legal Warfare is one of  China’s “three warfares.” It uses 
international and domestic laws to gain international 
support, manage political repercussions, and sway target 
audiences.  China employs legal warfare to manipulate 

China’s Three Warfares
Psychological Warfare uses propaganda, 
deception, threats, and coercion to affect the 
adversary’s decision-making capability.

Public Opinion Warfare disseminates 
information for public consumption to guide and 
influence public opinion and gain support from 
domestic and international audiences.

Legal Warfare uses international and domestic 
laws to gain international support, manage 
political repercussions, and sway target audiences.
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international institutions and conventions for its 
own benefit while in turn using them to hinder its 
adversaries.

Implications for the US Army                                
China will continue to gain global influence through 
the application of  economic and financial power and 
exploitation of  the information environment using its 
three warfares approach.  It will leverage and shape 
the existing international system to advance its own 
interests while attempting to constrain others, including 
the US. Four specific implications apply to the US 
Army: 

Traditional threat paradigms may not be sufficient 
for competition.

The US Army’s threat paradigm emphasizes the military 
capabilities of  state and non-state adversaries, but the 
US Army is likely to be confronted with adversaries 
executing a whole-of-nation approach during both 
competition and conflict. Generating an understanding 
of  an adversary based on its military capabilities and 
capacity creates a critical gap in understanding the 
holistic threat from an adversary’s intent and the full 
breadth of  its capabilities. China demonstrates that 
adversaries of  the future are not likely to engage in 
competition or conflict by relying on their military 
capabilities. They will seek to achieve competition 
objectives mainly through other instruments of  national 
power. 

The US Army’s threat paradigm must account for this 
phenomenon in training, exercises, and operations. 
Army units should not assume that there are other USG 
elements capable of  dealing with adversary actions. The 
Army must train to handle non-military actions that 
affect US interests, operations, and partners. 

The US could be drawn into unanticipated 
escalation. 

Persistent competition in 2035 will challenge how 
competitors observe, understand, act, and react 
to the actions of  others. China is unrestrained by 
the same legal and ethical limitations as the US. Its 
actions in competition will skirt the threshold between 
competition and conflict, pushing boundaries in 
order to gain advantage. This creates the potential 
for unanticipated escalation due to miscalculation 
or misunderstanding. If  China acts in the guise of  
competition but violates US Rules of  Engagement 
(ROE) or law, it may invoke a response from US forces 
that crosses into conflict. Similarly, China may perceive 
or claim that US actions exceed those expected under 
competition, increasing the risk of  conflict. 

This potentially thin or opaque line between 
competition and conflict can be replicated through 
ROE and rule of  law training. Scenarios can be 

developed based on Chinese strategy, interests, and 
observed actions that will violate US ROE and/or US 
or international law.

China will likely undermine US Army military 
partnerships.

Undermining the partnerships of  competitors is 
fundamental to Chinese strategy. China’s economic 
and financial power in 2035 will enable it to limit or 
prevent partner involvement with the US through 
coercion or incentives. US partners may suddenly cancel 
or scale down scheduled training, logistics support, or 
operations based on pressures brought by China. 

While US forces will not be dealing with China directly 
in this case, training on interaction dynamics with 
partner forces is critical.

The pervasiveness of  Chinese goods, technology, 
infrastructure, and systems will increasingly impact 
US Army operations and engagements. 

By 2035, the US Army will increasingly have to work 
with partners and in OEs that are reliant on Chinese-
supplied and/or controlled equipment, infrastructure, 
and systems. This may challenge compatibility with US 
systems and US sustainment of  these systems. Some 
systems, particularly electronic and communications, are 
accessible to the PRC by design according to Chinese 
law. This will represent a threat to the availability, 
integrity, and confidentiality of  US systems. US forces 
and partners could also encounter delays, disruptions, 
or denials of  use of  facilities and systems that are 
directly or indirectly controlled by Chinese entities. 

INFOSEC and OPSEC scenarios can be woven into 
any training event, as can denial of  service or facilities. 
Additionally, training to operate in bare base or austere 
environments prepares Soldiers, leaders and units 
for OEs with incompatible, unsecure, or otherwise 
unreliable infrastructure and technology.

Enduring Competition, Enduring Concern                                 
The US Army will operate in a persistent state of  
competition with the “2+3” adversaries as well as 
countless other actors across OEs worldwide for 
decades to come. The Chinese ends, ways, and means 
and the implications for competition with China 
described above merit concern by Army leaders today 
and through 2035. However, these are only the most 
significant implications that resulted from the OE&TA 
study on Chinese competition. Simply learning about 
Chinese ways and means to achieve influence in 
competition and their implications is not sufficient. 
Soldiers, leaders, and units must incorporate these 
mostly non-military adversary actions into training and 
exercises to be able to deal with the variable aspects of  
a whole-of-nation approach to competition. Only then 
can the Army safeguard US interests in competition or 
conflict now and into the future.♦
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ICON CONDITION DEFINITION
Climate Change Change in global or regional climate patterns resultant from the cumulative effects of  

global mean surface temperature increase.

Competing Narratives Explanations or interpretations of  events/ideas originating from a particular 
perspective and presented to a target audience in order to gain influence.

Contested Spaces The physical, cognitive, or heterotopic spheres of  competition.

Crypto-technology Use The utilization of  encryption technology that enables increased security for the 
transmission and storage of  data.

Demographic Pressures Factors within a population that reduce the ability of  an environment to support that 
population.

Disease Evolution The emergence of  new and/or evolved pathogens that impact the way people live.

Diverse Technology Actors Non-traditional technology leaders are emerging to compete with traditional 
technology leaders as new technologies emerge and are implemented globally.

Dominance of  Cities Concentration of  regional/global power in Census Metropolitan Areas (CMA), for 
example, CMAs may generate a majority of  the GDP of  a state.

Economic Inequalities Unequal distribution of  income, wealth, and economic opportunity.

Effects of  Urbanization Consequences associated with increasingly urbanized populations, for example, 
pollution, poverty, resource scarcity, etc.

Erosion of  the Liberal World Order
The shift of  state and non-state actors from 20th century liberalism to a realist pursuit 
of  self-interests ahead of  collective interests, while ignoring or subverting existing 
international structures and norms.

Factionalized and Polarized 
Societies

Societies characterized by increasing divisiveness as a result of  conflicting or 
competing identities.

Fragile and Failing States
A fragile state is characterized by weak state capacity or weak state legitimacy leaving 
citizens vulnerable to a range of  shocks. A failing state refers to a political body 
disintegrating toward the point where basic conditions and responsibilities of  a 
sovereign government no longer function properly.

Information Communication 
Technology Ubiquity Near universal access to information and communication around the globe.

Infrastructure Capacity Challenges Inadequacy of  current systems to meet the needs/challenges of  the population.

Interconnected Economies Economic systems that are linked to other economic systems.

Multi-Polar World
A global environment where power is distributed among three or more significant 
poles (states), each with the ability to generate wealth and/or military capability 
that can/may threaten other interests and attract other actors into their spheres of  
influence.

New International Cooperation 
Models

The development of  new regionalized and specific cooperative agreements, 
relationships, and institutions that replace or challenge existing agreements, 
relationships, and institutions.

Persistent State of  Competition
Diverse transnational actors (states, cities, and nonstate actors including VEOs, 
criminal groups, MNCs, empowered individuals, etc.) compete through all instruments 
of  power (Diplomatic, Information, Military, Economic, Financial, Intelligence, and 
Legal) and across all domains (Sea, Land, Air, Space, and Cyberspace).

Resource Competition Contest between actors to secure needed or desired resources.

Specialized Economies Economies focused on a limited scope of  goods and services to gain an advantage 
within a market.

Technology Access Gaps Technological advancements and access will vary globally and be primarily available to 
those with control over its distribution and use.

Technology-Reliant Societies Societies are embracing and becoming increasingly reliant upon the digitalization of  
every aspect of  their lives.

Use of  Proxies Widespread use of  surrogates by both state and nonstate actors to further their 
interests indirectly and with reduced direct risk.

Table of strategic environment conditions and definitions.
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China’s Belt and Road
Initiative and Its Infamous Debt:

More of a Threat than a Trap
implications, with some comparing BRI to the Marshall 
Plan, others calling it Beijing’s game changer, and many 
more urging Washington to aggressively counter BRI-
engendered strategic and security challenges. 

While the strategic threat is difficult to gauge given 
BRI’s short life, this article discusses a different type 
of  threat that is more immediate and affects not only 
BRI-participating countries, but also China itself, with 
potential consequences for the entire global economy: 
the debt threat. It is important to note that the debt 
threat described in this article is distinct from, if  not 
in direct contradiction to, a common assumption of  
BRI as ‘debt trap’ diplomacy. Namely, Beijing extends 
credits at a level beyond debtor countries’ 
ability to repay with the “malign” intent 
of  extracting economic and political 
concessions. While this “debt trap” 
discourse provides useful propaganda 
points for China’s 

The Belt and Road Initiative 
(BRI) has morphed into 
China’s premier policy 

framework, both domestically and 
internationally, since its launch in 

2013. China’s top economic planning 
agency, the National Development 

and Reform Commission, released 
its first BRI action plan in 2015, 
and it has since updated and 
expanded BRI’s geographic and 

financial scope. In 2017, during 
the 19th National Party Congress, 

BRI promotion was formally adopted 
into the Chinese Communist Party’s 
(CCP) constitution. On these official 
documents, BRI is envisioned as an 
overarching infrastructure plan that 
links China with over sixty countries in 
Europe, Africa, and Asia at a cost of  
nearly $8 trillion. Unsurprisingly, 
BRI has provoked a wave of  
China-threat sentiments 
due to its strategic 

By Jessica C. Liao, Department of Political Science, North Carolina State University 

Image source: ,  https://pxhere.com/en/photo/1028002, CC0 Public Domain 
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projects.1 Morgan Stanley has estimated China’s overall 
BRI expenditures could reach $1.2–1.3 trillion by 2027, 
though this number is subject to wide variation.2 The 
majority of  BRI projects are located in developing 
countries, with the China-Pakistan Economic Corridor 
being the largest one for an estimated cost of  $68 
billion, covering various construction projects linking 
Southwest China to Pakistan’s Gwadar Port. 

It is true that BRI has helped some developing 
countries to reduce poverty and, to a certain extent, 
replicate China’s infrastructure-driven growth. Ethiopia 
is an often-cited example as Addis Ababa over the 
past decade has spent about 15 percent of  its GDP 
on public infrastructure, and in return, it has achieved 
annual growth rates around 9 percent. However, not 
all countries grow fast enough to service the incurred 
debt. Rather, rapid accumulation of  foreign debt in 
certain BRI-participating countries has heightened their 
financial stress and sovereign default risks. According 
to a 2018 Center for Global Development (CGD) 

study, debt-to-GDP ratios of  10-15 countries recently 
climbed above 50-60 percent—a common indicator 
of  debt distress for developing countries—because of  
increased borrowing for BRI-related projects.3 Among 
these countries, eight are of  particular concern because 
of  the high ratio of  Chinese debts to their total external 
debts. These countries are Djibouti, Kyrgyzstan, Laos, 
the Maldives, Mongolia, Montenegro, Pakistan, and 
Tajikistan. Some Chinese loans to these countries are 
at concessional rates, but others are close to prevailing 
market rates, which means higher default risk for 
borrowers. While some of  these countries’ BRI projects 
are complete, others, particularly big-ticket ones, are 
delayed or disrupted for various reasons. In short, 
massive capital injection to infrastructure sectors did 
not generate sufficient growth for these countries and 
instead pushed them towards increasing levels of  fiscal 
distress.    

critics, it obscures reality by omitting two important 
facts: 1) Debtor countries must consent to Chinese 
loans, and Beijing cannot force Chinese money on other 
countries; and 2) loan defaults affect not just debtor 
countries, but China’s fiscal health. This leads to the 
question, if  pushing Chinese finance in developing 
countries is a risky foreign policy move, why does 
Beijing choose to do so?   

To answer this question, one needs to understand 
China’s system of  statist capitalism. If  infrastructure 
is an engine of  growth and industrialization, debt 
financing fuels that engine. Nowhere in the world is 
public spending on infrastructure more important to 
economic development than in China. Infrastructure 
spending has been a centerpiece of  China’s public 
budget as well as a growth area for its state-owned 
enterprises (SOEs). Over the past three decades, China 
has been the world’s largest infrastructure spender with 
rates of  public investment to GDP of  15-20 percent, 
more than double developing countries’ average and 
triple that of  developed countries’. Until recently, 
China’s infrastructure investment has supported high 
rates of  economic growth. However, economic and 
social returns on infrastructure investment diminish 
sharply, if  not go negative, when haphazard investment 
leads to overcapacity. This happened in China in the 
late 2000s when Beijing pushed through a $590-billion 
stimulus package in response to the 2008 financial 
crisis. While creating a short-term boost, it caused 
severe overcapacity, particularly amongst Chinese 
SOEs. Beijing’s response to this problem—coupled 
with shrinking global export markets, falling returns 
of  China’s holdings of  US Treasuries, and strategic 
concerns driven by increased rivalry with the United 
States—were all important factors in Xi’s decision 
to launch the BRI. In many ways, BRI is an outward 
extension of  China’s domestic infrastructure-led growth 
model, which Beijing hopes to replicate elsewhere while 
also reaping strategic and foreign policy dividends. 

BRI may have appeared to Beijing as a clever, multi-
functional strategy in 2013, but in 2019, it has become 
increasingly clear that BRI, in spite of  its goal of  
promoting China’s infrastructure export, has also spread 
China’s overcapacity problems and other problems 
inherent in Chinese statist capitalism. BRI has generated 
significant growth in Chinese overseas lending for a 
wide range of  infrastructure projects. At the first BRI 
Summit in mid-2017, two major policy banks, Export 
and Import Bank of  China and China Development 
Bank reportedly extended $200 billion of  lending to 
BRI projects. In a recent interview, a Chinese central 
bank governor noted Chinese financial institutions have 
provided more than $440 billion for BRI construction 

Countries shown in blue have signed BRI cooperation documents.
Source: Owennson [CC BY-SA 4.0 (https://creativecommons.org/licenses/by-sa/4.0)], https://commons.wikimedia.
org/wiki/File:Belt_and_Road_Initiative_participant_map.svg

https://commons.wikimedia.org/wiki/File:Belt_and_Road_Initiative_participant_map.svg
https://commons.wikimedia.org/wiki/File:Belt_and_Road_Initiative_participant_map.svg
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and emphasized the importance of  debt sustainability. 
While Xi likely recognized that China’s overzealous 
lending has led to public diplomacy blunders—as was 
the case in Sri Lanka—he also likely came to realize 
the heightening financial problem facing China since 
BRI’s launch. For both China and BRI borrowing 
countries, the 80s debt crisis in Latin America is a good 
reminder of  how cheap and easy credit fueled a wave 
of  infrastructure spending that not only harmed many 
countries’ fiscal condition, but also caused political and 
social turmoil so serious that it damaged the region’s 
long-term competitiveness. 

BRI’s debt threat has important implications for US 
policymakers. First, it is important to understand 
the complex relationship between China and BRI 
borrowing countries. When the United States tells 
developing countries that Chinese money and BRI 
projects are not in their interest it comes off  as 
patronizing. Developing countries are perfectly capable 
of  calculating their interests, but often have minimal 
means to achieve desired ends. Second, viewing all 
Chinese investments as steps in Beijing’s long-range 
plan for world domination masks the real risks and 
vulnerabilities China has exposed itself  to under Xi’s 
“go big” foreign policy. It also fails to account for 
the relative independence with which Chinese SOEs 
go abroad in search of  profit and “political glory.” 
Although Xi has consolidated power, the old Chinese 
proverb that “heaven is high and the emperor is far 
away” remains true. This means Chinese firms, in 
pursuit of  their own self-interest, will find ways to 
skirt Beijing’s rules, even at the cost of  its overarching 
diplomatic and strategic goals. Finally, given the 
opaque nature of  China’s domestic economy and its 
BRI projects, it is difficult, if  not impossible, to fully 
comprehend the scale of  Beijing’s BRI-incurred debt 
problems, and whether, or to what extent, debt loads 
might affect BRI borrowing countries, as well as China. 
Nonetheless, sovereign debt defaults spread contagion, 
often resulting in a rapidly unfolding financial crisis that 
affects the entire global economy. In this sense, rather 
than coming across as patronizing, the United States 
could focus resources on helping borrowing countries 
better understand and negotiate the terms of  foreign 
financing deals and “too good to be true” Chinese 
loans.♦

Yet, to say Beijing actively seeks to exploit these 
countries in a long-term effort to gain strategic ground 
is somehow misguiding. Rather, perverse incentives, 
moral hazard problems and the related “bailout 
culture,” and crony capitalism—problems fundamental 
to China’s statist capitalism—are reasons that are 
more evident for BRI-incurred debt problems. To 
start, many developing countries, prior to signing on 
to BRI, were already debt prone for reasons stemming 
from poor finance and macroeconomic management 
to political instability and bad governance. Being 
high-risk investment markets limited their access to 
international capital and was the reason they turned to 
China as a lending alternative in the first place. They 
were also drawn to China for its less stringent lending 
rules compared with western donors/lenders, i.e. lower 
feasibility threshold, lax social/environmental impact 
assessments, and little demand to reform their domestic 
political and economic systems. BRI, with its campaign-
style loan expansion, added fuel to a simmering fire in 
many debt-prone developing countries, increasing their 
tendencies toward bad borrowing, and perpetuating the 
problem of  unproductive investment. 

Additionally, managers at Chinese SOEs often have 
political goals, rather than profitability, in mind when 
they make investment decisions. In this world of  
perverse incentives, Chinese SOEs have a tendency to 
compete through ‘outgrowing’ each other rather than 
being profit-oriented and are thus prone to excess 
growth, a key factor contributing to China’s domestic 
overcapacity. BRI in turn extends China’s overcapacity 
problems overseas as Chinese SOEs take their domestic 
incentives to compete for foreign markets. The 
repercussion of  unproductive investments was on full 
display in Sri Lanka, where its government had to hand 
a Chinese developer the Hambantota port under a debt-
for-equity swap because the port generated too little 
revenue to service its debt. Similar repayment stress 
has also appeared in Pakistan and Djibouti. As losses 
from international lending soared, coupled with China’s 
continued economic slowdown (due in part to the 
ongoing US-China trade dispute), Beijing is increasingly 
finding itself  under financial stress. BRI-related lending 
fell sharply in 2018, compared to previous years. 
Similarly, Chinese President Xi, at the 2nd BRI Summit 
in May 2019, cautioned a prudent approach to BRI 
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By Richard L. Garcia, OE&TA

Introduction                                                     

It is no secret that China has been undertaking an 
unprecedented series of  construction and land 
reclamation projects in the East China Sea and 

South China Sea, but what is notable is how China’s 
Maritime Militia is used to protect its territorial 
ambitions. While there is no conclusive definition of  
the Chinese Maritime Militia (CMM)1, in 2012 the 
Zhoushan garrison commander, Zeng Pengxiang, 
and the Mobilization Office described it concisely: 
“The Maritime Militia is an irreplaceable mass armed 
organization not released from production and a 
component of  China’s ocean defense armed forces 
[that enjoys] low sensitivity and great leeway in maritime 
rights protection actions.”2 One of  the world’s premier 
experts on China’s Maritime Militia, Dr. Andrew 
Erickson, a Professor of  Strategy at the US Naval War 
College China Maritime Studies says, “China’s armed 
forces comprise of  three major organizations, each with 
a maritime subcomponent that is already the world’s 
largest such sea force by number of  ships.”3  These 
three separate organizations that make up China’s 
Maritime force include the People’s Liberation Army 
Navy (PLAN), China’s Coast Guard (CCG) and the 
People’s Armed Forces Maritime Militia (PAFMM). 
While the United States has the world’s most powerful 
Navy—in that their vessels are larger, more technically 
advanced, and have superior weapon systems—the US 
and China’s maritime fleets are largely the same size in 
terms of  number of  vessels. Combined, the People’s 
Liberation Army Navy, China’s Coast Guard, and 
China’s Maritime Militia possess over 650 large vessels 
with military capabilities, whereas the US Navy, US 
Coast Guard, and US Military Sealift Command (MSC) 
combine for over 645 ships.4  What balances out the 
US advantage is the fact that a large majority of  the US 
fleet (Navy and MCS ships) operates globally, whereas 
China’s fleet operates regionally. 

With a military strength of  over 2,183,0005 personnel 
on active duty and 510,0006 serving as military 
reservists, China has the world’s largest military and is 
quickly becoming one of  the world’s strongest maritime 
powers. China is not attempting to compete with the 
United States in terms of  having a global maritime 
footprint, instead their maritime intentions are more 
along the lines of  being able to deter outsiders from 
incursions into Chinese territorial waters, which they 

consider the East China Sea, South China Sea, and 
the Yellow Sea. While China views these three seas 
as Chinese territory, in truth territorial waters only 
extend 12 nautical miles past land. Anything outside 
of  12 nautical miles is considered international waters; 
however, by claiming sovereignty on islands located 
in international waters, they can claim a 12 nautical 
mile buffer around those islands as Chinese territory. 
According to a recent 2019 study conducted by 
GlobalFirepower.com, the PLAN’s Naval assets total 
714 (1 aircraft carrier, 52 frigates, 33 destroyers, 42 
corvettes, 76 submarines, 192 patrol vessels, and 33 
mine warfare ships).7 This number will continue to 
increase due to China’s drive to become the world’s 
largest and most powerful naval force by 2030. Growing 
alongside the PLAN, China has the world’s largest 
Coast Guard with, “more ships than those of  all its 
regional neighbors combined: 225 ships over 500 tons 
capable of  operating offshore and another 1,050-plus 
confined to closer waters, for a total of  1,275.”8  When 
you consider the sheer size of  the PLAN and the CCG, 
coupled with a Maritime Militia fleet that has over 
200,0009 vessels, it is easy to see why China’s maritime 
force has become an increasing threat to its regional 
neighbors. 

Outside of  China, very little is known about the 
Maritime Militia, but through Chinese open source 
documents, people like Dr. Andrew S. Erickson are 
shedding light on China’s Maritime Militia and how 
it fits into China’s strategic goals.  The CMM can be 
summarized as a “state-organized, developed, and 
controlled force operating under a direct military chain 
of  command to conduct Chinese state-sponsored 
activities.”10 Along with Vietnam, China is one of  the 
very few countries to have a Maritime Militia, which 
comprises of  civilian fishing vessels that execute a 
variety of  missions ranging from emergency response 
to protecting China’s sovereignty claims. The CMM 
are an inexpensive force multiplier that plays a 
paramilitary role for the PLAN during peacetime and 
armed conflict. Blurring the lines between civilian 
ships and military ships, the maritime militia raises legal 
and political challenges in the law of  naval warfare. 
While warships may engage civilian fishing vessels that 
assist enemy forces, the law of  naval warfare protects 
coastal fishing vessels from capture or attack during 
armed conflict so long as they are not supporting the 
enemy.11 Having the world’s largest fishing fleet, China’s 

China’s Maritime Militia



Red Diamond 12 Jul-Sep 2019

Maritime Militia not only complicates the battlespace, 
but it also obscures the decision making process of  
military leaders operating in the area. During the 2019 
US and China Diplomatic and Security Dialogue press 
conference, Defense Secretary James Mattis stated, 
“We…discussed the importance of  all military, law 
enforcement, and civilian vessels and aircraft-including 
those in the PLA Navy, the Chinese Coast Guard, 
and the PRC Maritime Militia to operate in a safe and 
professional manner in accordance with international 
law as we seek peaceful resolution of  all disputes in the 
South China Sea.”12 This was the first public statement 
by the Trump Administration or anyone in the higher 
echelons of  the US Government that acknowledged 
that the Chinese Maritime Militia operating in disputed 
areas is problematic and will erode US and allied 
interest in the area. 

History                                                              
For hundreds of  years, the law of  naval warfare has 
always protected fishing vessels during armed conflict. 
During the Spanish-American War (21 April, 1898 – 13 
August, 1898), a US Navy vessel captured two Cuban 
fishing vessels named the Paquete Habana and Lola 
which were attempting to return to Havana, Cuba. 
Both fishing vessels were stopped at the US blockade 
and were found to have no weapons or ammunition 
on board. Even though both vessels were nothing 
more than simple fishing vessels that were trying to 
return to port after a few days of  fishing, the US 

Navy seized both vessels. It took two years and the 
US Supreme Court to finally release the two vessels 
back to their rightful owners. During the US Supreme 
Court case of  the Paquete Habana (175 U.S. 677) in 
1900, the court’s ruling held that, “by ancient usage 
among civilized nations, beginning centuries ago, and 
gradually ripening into a rule of  international law, coast 
fishing vessels, pursuing their vocation of  catching 
and bringing in fresh fish, have been recognized as 
exempt, with their cargoes and crew, from capture as 
prize of  war.”13 The International Humanitarian Law 
(IHL), which includes the Geneva Conventions, Hague 
Conventions, and Customary International Law, states 
that during times of  war, civilians and civilian property 
should be protected at all cost. The purpose of  the 
IHL is to define conduct and responsibilities between 
nations engaged in warfare, neutral nations, and non-
combatants. In 1996, the International Court of  
Justice identified this rule as one of  the two “cardinal 
principles” constituting the “fabric of  humanitarian 
law:”14

“The first (principle) is aimed at the protection of  the 
civilian population and civilian objects and establishes 
the distinction between combatants and non-combatants; 
states must never make civilians the object of  attack and 
must consequently never use weapons that are incapable 
of  distinguishing between civilian and military targets.”15

Prior to the Chinese Communist Party (CCP) coming 
to power in 194916, China had a militia system, but it 
wasn’t until the 1950s that China began to organize 

Source: Conor Kennedy, “Maritime Militia: The Unofficial Maritime Agency,” Maritime Security Challenges 2018 Conference, 2018, accessed June 4, 2019, 
https://mscconference.com/wp-content/uploads/2016/10/Kennedy-Maritime-Militia.pdf. pg.8.

https://mscconference.com/wp-content/uploads/2016/10/Kennedy-Maritime-Militia.pdf.
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the maritime militias and establish individual units 
along the coastline. The CCP Maritime Militia initiative 
focused on establishing the CMM within the fishing 
communities, creating fishing collectives and work 
units, conducting political education, and enacting strict 
organizational control.17 While not all CMM missions 
are initiated by the PLAN, all missions require PLAN 
approval and once mobilized leadership falls to the local 
governments/military. Throughout their history, the 
Chinese Maritime Militia has played significant roles in 
a number of  coercive incidents and military campaigns, 
including the 1950s support of  the PLA’s island seizure 
campaigns, the 1974 seizure of  the western portion 
of  the Paracels, the 2009 Impeccable incident, the 2011 
harassment of  Vietnam’s survey vessels (Viking II 
and Binh Minh), the 2012 Scarborough Shoal standoff  
(Tanmen Militia present), and the 2014 Haiyang 
Shiyou-981 oil rig standoff.18 Additionally, CMM was 
used in the South China Sea during the search for the 
missing Malaysia Airlines Flight 370 in 2014. 

One of  the most famous examples of  how 
advantageous having a 
Maritime Militia can be for 
a nation, was seen during 
the 1964 Gulf  of  Tonkin 
(or U.S.S. Maddox) incident. 
During the second Indo-
China War, the United 
States Seventh Fleet was 
patrolling the Gulf  of  
Tonkin, an area located off  
the coast of  southern China 
and northern Vietnam. 
During their patrol, the 
United States Navy’s U.S.S. 
Maddox came across a 
few Vietnamese fishing 
vessels. Unbeknownst to 
the US Navy, the North 
Vietnam Maritime Militia 
was directed to report 
the position of  any US 
warships operating in the 
area. Shortly after being 
seen by the Vietnamese 
fishing vessels, the U.S.S. 
Maddox was engaged by 
three North Vietnamese 
gunboats. After the 
incident, which led to 
the United States’ entry 
into the Vietnam War, 
“a declassified National 
Security Agency study was 

conducted and noted that a message was sent from 
an unidentified vessel to an unidentified shore-based 
shipping net control station,”19 shortly before the U.S.S. 
Maddox was attacked. While they lacked the technology 
the United States had during the time, North Vietnam 
understood the importance of  the Maritime Militia and 
how they could be used as a force multiplier.

Role in Maritime Power                                                             
The US Navy has ships deployed throughout the world 
and the US Coast Guard primarily focuses on patrolling 
territorial waters (within 12 nautical miles of  land), 
whereas China’s maritime fleet has a much different 
mission set. By contrast, all three major Chinese 
maritime forces remain focused, first and foremost, on 
the contested near seas and their immediate approaches, 
close to China’s homeland, land-based air and missile 
coverage and supply lines.20 Since becoming the General 
Secretary of  the Communist Party of  China (CPC) in 
201221 and the President of  the People’s Republic of  
China (PRC) in 201322, one of  President’s Xi Jinping’s 
primary strategic goals has been for China to become a 

Source: Peter Wood, “China’s Great Fishnet,” The Jamestown Foundation, July 06, 2016, accessed June 4, 2019,  
https://jamestown.org/program/chinas-great-fishnet/. pg.1.

https://jamestown.org/program/chinas-great-fishnet/
https://mscconference.com/wp-content/uploads/2016/10/Kennedy-Maritime-Militia.pdf.
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great maritime power. In order to meet this goal, China 
must not only look to modernizing and increase the 
size of  the PLAN and CCG fleet, but also the Maritime 
Militia. This modernization strategy is upgrading and 
outfitting PLAN, CCG and CMM ships with state 
of  the art radars; global positioning systems; lethal 
and non-lethal weapons systems; interceptor boats; 
helicopters; and Command, Control, Communications 
Computers, and Intelligence (C4I) suites.

The primary role of  China’s Maritime Militia is to act 
as an additional reserve force that supports China’s 
military forces as needed, and acts as an independent 
force capable of  performing a variety of  conventional 
and unconventional missions. CMM missions include, 
but are not limited to: emergency and medical response, 
blockade operations, sovereignty claims, logistical 
support, navigational assistance, emergency repairs, 
fuel and material replenishment at sea, and surveillance 
and reconnaissance operations.23  The CMM’s 
secondary role is to provide domestic security forces 
by supporting the Chinese Coast Guard, assisting the 
Maritime Law Enforcement (MLE), and acting as a 
rapid rescue response.

Command and Control                                                            
The PLAN has operational control over the Maritime 
Militia. Through the CMM, China is expanding its 
operational control and influence without using 
conventional naval forces. The Command and Control 
(C2) of  China’s Maritime Militia falls under a dual 
military-civilian structure, with both Government/
Party officials and military leaders having overall 
responsibility over the CMM. In fact, some of  these 
leaders hold dual positions in both the military and 
government. This dual-leadership system starts at 
the Provincial Military District (MD) level and goes 
down to the township/country People’s Armed Forces 
Department (PAFD) level.24 What brings together the 
military and government into one decision-making 
body is the National Defense Mobilization Committee 
(NDMC), which organizes, issues orders, and 
coordinates mobilization of  the maritime militia.  At 
the national level, the State NDMC is led by the Central 
Military Commission (CMC) and State Council, and an 
NDMC is formed at each corresponding military and 
government leadership level from the province down.25  
Within this system is the authorization by the National 
People’s Congress Standing Committee and general 
secretary to activate national or local mobilization, with 

Source: Conor M. Kennedy and Andrew S. Erickson, China’s Third Sea Force, The People’s Armed Forces Maritime Militia: Tethered to the PLA, report no. 3-2017, China Maritime Studies Institute 
Center for Naval Warfare Studies US Naval War College, US Naval War College, March 2017,  accessed May 21, 2019, 
https://digital-commons.usnwc.edu/cgi/viewcontent.cgi?article=1000&context=cmsi-maritime-reports. pg.6.

https://digital-commons.usnwc.edu/cgi/viewcontent.cgi?article=1000&context=cmsi-maritime-reports
https://mscconference.com/wp-content/uploads/2016/10/Kennedy-Maritime-Militia.pdf.
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the State Council and CMC submitting mobilization 
policies and plans for approval by the Standing 
Committee.26 The chairman of  that level’s NDMC is the 
local government leader, with the local party secretary 
ensuring party control and serving as the first chairman. 
Serving as the executive chairman is the local military 
commander, with other government deputy leaders 
serving in vice chairman positions.

The NDMC system allows military-civilian joint 
command structures, such as the one operated by Nigde 
City, which is a “one-committee, two-headquarters” 
command structure, with the NDMC as the committee 
overseeing a “support the front” mobilization 
headquarters and a people’s air defense headquarters.27 
Mobilization orders are initiated at the CMC or State 
Council level, with the General Staff  Department’s 
Mobilization Department responsible for supervising 
the maritime military work and establishing polices and 
regulations. Funding for the militia comes from both 
central and provincial governments. Because of  this, 
local governments can activate the Maritime Militia for 
maritime rescues, natural disasters, or any other 
local emergency. Training and overall management 
of  the militia falls to the local command structure 
consisting of  government and military officials. 
Due to the fact that the CMM works with non-
military forces and they are widely dispersed, the 
command and control structure is much more 
complex than a land based militia. 

Xu Haifeng, the Provincial Military District 
Mobilization Division Chief, explains the 
command relationship of  the Maritime Militia as 
the following: 

●● Units independently conducting intelligence 
gathering and reconnaissance at sea are 
commanded directly by the MD system.

●● Emergency response units are organized by 
the local government or search and rescue 
agencies with MD participation.

●● Rights protection units report to a command 
organized by their MD and relevant agencies, 
under the unified leadership of  local government 
and party officials.

●● Units involved in law enforcement missions are 
commanded by the CCG with the cooperation of  
their MD, under the unified leadership of  local 
government and party officials.

●● Units involved in supporting naval missions will 
be under the unified command of  the PLAN with 
cooperation by the MD.28

Training & Organization                                                            
Since 2002, President Xi Jinping and other Chinese 
leaders have made a concerted effort to not only 
increase the size of  the PLAN, but increase the size 
of  the CCG and the CMM. With a fishing fleet that 
employs more than 14 million people—25 percent of  
the world’s total fishing population29—what makes 
China’s Maritime Militia unique is that it is state funded, 
locally organized and trains alongside the military. 
While most militias are seen as land based fighting 
units, China began to shift their militia towards the 
non-ground force services in 2007 when the “Militia 
Military Training and Evaluation Outline” was released 
by the General Staff  Department. This regulated the 
CMM’s possible evolution into a reserve force for the 
PLA, PLAN, PLA Air Force (PLAAF), Second Artillery 
Force (SAF)-renamed the PLA Rocket Force (PLARF), 
and the Strategic Support Force (PLASSF), and elevated 
the CMM into the status as a sixth military organization 
on 1 January 2016.30  With this shift in supporting all of  
China’s military services, as opposed to just the PLAN, 

the CMM units were better organized, more flexible, 
and trained to carry out specific missions that support 
the needs of  China’s national defense. In an effort to 
promote China’s strategic interest in the oceans, the 
Maritime Militia are assigned to collectives or attached 
to civilian companies and receive military and political 
training throughout the year.31 The building of  a militia 
unit falls to the local civilian government and the local 
PAFD, together they are responsible for providing 
equipment, weapons, training, and political education 
to the militia members.  Some of  this training includes, 
but is not limited to: navigation, ship identification, 
firefighting, medic training, military customs and 

Sansha Maritime Militia receiving weapons training from the Hainan 
Provincial Military District
Source: Conor M. Kennedy and Andrew S. Erickson, “Hainan’s Maritime Militia: A Standing Vanguard,” The Maritime 
Executive, March 30, 2017, accessed June 04, 2019, https://www.maritime-executive.com/features/hainans-maritime-
militia-a-standing-vanguard, pg. 1.
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courtesy, civil defense, political indoctrination, and 
military weapons training. The Maritime Militia is 
funded by both the local city government for normal 
day-to-day operations and the provincial government 
for large exercises or specific missions. As per the 
mobilization rules, any cost associated with a militia 
mission or damage that occurs to a ship is compensated 
and repaired by the government. In an effort to 
convince the Maritime Militia to venture further out 
to sea in order to protect China’s sovereignty claims 
and provide intelligence on foreign vessels, local 
governments have begun to subsidize the fuel for the 
vessels when they are on a sanctioned CMM mission.

Some of  the more elite maritime militia 
units are fishermen in name only and have 
no fishing responsibilities. Recently, there 
has been a push to recruit ex-military 
personnel into the CMM and station them 
on vessels with mounted water cannons, 
lethal and non-lethal weapons, and 
reinforced hulls for ramming.  Deployed to 
contested areas, these new elite maritime 
militia units expand China’s influence and 
control over strategically important areas 
without resorting to war, a classic case of  
“winning without fighting.”32 While most 
of  the CMM men are fishermen with 
some military and political training, it is 
not uncommon to see active duty PLAN 
personnel on Chinese fishing vessels, 
especially near areas where disputed 
sovereignty claims exist. The Maritime 
Militia not only looks to ex-military when 
recruiting new members, but they also 
look to the universities when selecting 
CMM members who will train as reporting specialists. 
CMM reporting specialists are trained in collecting 
intelligence at sea, vessel target identification, collection 
methods, operation of  the Maritime Militia vessel 
management platform and the Beidoue notification 
terminal.33 In recent years, this process of  recruiting and 
training for a specific job within the Maritime Militia 
has reduced the uncertainty of  military and political 
leaders ashore regarding the quality of  the information 
they are being provided.

Implications                                                          
China has the world’s largest fishing fleet and as part of  
their plan to become one of  the world’s most powerful 
maritime forces, they will deploy the Maritime Militia 
in unconventional ways and use it for intelligence 
gathering and a real time targeting apparatus at sea.  
During a visit to Qionghai City in the Hainan Province, 
President Xi Jinping met the local CMM and told 

them, “Maritime Militia members should not only lead 
fishing activities, but also collect oceanic information 
and support the construction of  islands and reefs.”34  
President Xi Jinping went on to praise the work they 
were doing in protecting China’s sovereignty claims 
in the East China Sea and South China Sea. Not only 
has the support for the Maritime Militia increased, so 
too have the annual financial resources for training, 
equipment, and even new state owned fishing vessels. 
In the past, most fishing vessels were privately owned 
or company owned, but after seeing how versatile the 
Maritime Militia is, the state began to purchase new 
fishing vessels for specific missions. Replacing the older 

wooden hulled fishing ships, many of  the newer ships 
are being built with steel hulls which not only allows 
them to sail in rougher seas, but also gives them the 
ability to ram smaller ships.

Peacetime                                                          
During peacetime, China uses the CMM as a non-
military presence in contested areas such as the South 
China Sea and East China Sea. With overlapping 
maritime claims with Indonesia, Brunei, Vietnam, 
Malaysia, and the Philippines, China’s Maritime Militia 
acts as a powerful non-kinetic method of  coercion 
to dominate the seascape without the risk of  open 
conflict.35 This same Maritime Militia strategy is also 
being conducted near the Senkaku Islands in the East 
China Sea, where both China and Japan lay claim to the 
islands. From China’s perspective, sending the Maritime 
Militia rather than military warships to maintain a 
presence near the Senkaku Islands greatly reduces the 

Source: Stratfor Enterprises, “Why China Is Arming Its Fishing Fleet,” Stratfor, June 16, 2016, accessed June 04, 2019,  https://worldview.
stratfor.com/article/why-china-arming-its-fishing-fleet.
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likelihood of  an international incident. While 
Japan would prefer to not have any Chinese 
vessels in the area, from their perspective 
it is much better to have fishing vessels 
operating in and around the Senkaku Islands, 
than military warships. In addition, due to 
overfishing and an increasing population, 
China is having to expand its fishing zones 
and is using the CMM as a quasi-military 
force that intimidates fishing vessels from 
other nearby foreign countries. China has 
already broken a number of  international 
fishing agreements by overfishing not only 
their territorial waters (12 nautical miles past 
land), but also overfishing the Exclusive 
Economic Zones (EEZ), which extend 
out to 200 nautical miles past land. Part of  
the reason that China is funding the new 
upgraded CMM fishing vessels with steel 
hulls, rather than wood hulls is due to the 
distances their fishing fleet must now travel 
to fish.  Not only are China’s government and 
military leaders optimistic about the future of  
the CMM, so too are the leaders within the 
fishing industry. In June of  2012, He Jianbin, the chief  
of  the State-run Baosha Fishing Corporation in Hainan 
province, encouraged the government to transform 
Chinese fishing vessels and their crews into a militia for 
the PLAN:

“If  we put 5,000 Chinese fishing ships in the South China 
Sea, there will be 100,000 fishermen .... And if  we make 
all of  them militiamen, give them weapons, we will have a 
military force stronger than all the combined forces of  all 
the countries in the South China Sea. Every year, between 
May and August, when fishing activities are in recess, we 
should train these fishermen/ militiamen to gain skills in 
fishing, production and military operations, making them 
a reserve force on the sea, and using them to solve our 
South Sea problems.”36

Wartime                                                            
Known as the “People’s War,” the integration of  the 
military and civilian forces is the foundation of  China’s 
Maritime Militia. During wartime, China can deploy a 
combination of  military and CMM vessels to an area, 
which would, “flood the zone with activity, confusing 
and complicating opponents’ intelligence collection 
and targeting capacity.”37 China does have sophisticated 
satellite imagery, but there is no substitute to having 
a forward deployed asset that can provide up to the 
minute targeting data and intelligence. What appears 
to be an innocent civilian fishing vessel sailing around 
in international waters, is actually a hi-tech forward 
observer that can provide real-time targeting data for 
Anti-Ship Missiles (ASM) located thousands of  miles 
away. Sailing in and around an area of  operation, the 

Maritime Militia would severely reduce the ability of  the 
US and its allies to identify the enemy, and could also 
divert attention away from PLAN vessel movements 
and conceal China’s true intentions on the battlefield. 
Dr. Erickson wrote in an Indo-Pacific Defense Forum, 
“Not seeking war but determined to change the status 
quo coercively, Beijing employs its enormous second 
and third sea forces in the so-called maritime gray zone 
operations to further its disputed sovereignty claims in 
the near seas (Yellow, East and South China seas).”38  
With a CMM fleet of  over 200,000 vessels and the 
ability to sail not as combatants, but rather civilians, the 
Maritime Militia can execute wartime missions like no 
other force can.

China’s Maritime Militia Operational 
Variables Implications                                                            
The foundation to developing an appropriate 
Operational Environment (OE) for any training 
exercise is the eight operational variables that exist in 
all OEs. Capable of  replicating any OE that the United 
States force may encounter along the full spectrum of  
conflict, these operational variables are flexible and 
scalable.39 These eight important operational variables 
are: Political, Military, Economic, Social, Information, 
Infrastructure, Physical Environment, and Time 
(PMESII-PT). When identifying any asset with unique 
capabilities such as China’s Maritime Militia, exercise 
planners must take into account the implications of  this 
new capability on all of  the operational variables and 
how those implications affect the overall operational 
environment.

Source: Ryan D. Martinson, Echelon Defense: The Role of Sea Power in Chinese Maritime Dispute Strategy, report no. 2-2018, 
China Maritime Studies Institute, US Naval War College, 2018,  accessed June 4, 2019,  https://digital-commons.usnwc.edu/cgi/
viewcontent.cgi?article=1014&context=cmsi-red-books.
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Political: 

●● A powerful non-kinetic method of  coercion to 
dominate the seascape without the risk of  open 
conflict in areas with overlapping maritime claims 
with Indonesia, Vietnam, Malaysia, Brunei, and the 
Philippines.40

●● Blurs the lines between civilian ships and military 
ships (International Humanitarian Law), raising 
legal and political challenges in the law of  naval 
warfare

Military:

●● A state-organized, developed, and controlled force 
of  over 200,000 civilian vessels operating under 
a direct military chain of  command to conduct 
Chinese state-sponsored activities.

●● Acts as an additional reserve force that supports 
China’s military forces as needed, and acts as an 
independent force capable of  performing a variety 
of  conventional and unconventional missions.

Economic: 

●● An inexpensive force multiplier that can provide 
logistical support, navigational assistance, 
emergency repairs, fuel and material replacements 
at sea, and act as a paramilitary force.

●● All the nations that claim sovereignty in the 
contested areas do so because of  the immense 
hydrocarbon resources, oil and natural gas, 
underneath the South China Sea, which is needed 
to satisfy the world’s ever-increasing energy 
demands.

●● The South China Sea serves as the artery that 
provides life to Japan and many other Asian 
countries, and any disruption to shipping due 
to CMM conflicts would cause repercussions 
throughout the world.

●● Funded by both the local city government for 
normal day-to-day operations and the provincial 
government for large exercises or specific 
missions. 

Social: 

●● Indoctrinates fishing communities with strict 
organizational control, military training, and 
political education.

●● Provides domestic security forces by supporting 
the Chinese Coast Guard, assisting the Maritime 
Law Enforcement (MLE), and acting as a rapid 
rescue response. 

Information: 

●● Real time intelligence gathering, reconnaissance, 
and vessel target identification at sea. 

Infrastructure:

●● Protects China’s sovereignty claims and helps 
establish a Chinese footprint on islands and 
territorial waters in contested areas. 

Physical Environment:

●● Floods the physical environment with activity, 
confusing and complicating opponents’ 
intelligence collection, decision making process, 
and targeting capacity.41

Time: 

●● The CMM offers China the ability to forward 
deploy civilian vessels throughout the operational 
environment, where they can provide up to the 
minute targeting data and intelligence. 

●● Increased energy requirements by the PRC and 
other Asian countries require the immediate 
deployment of  the CMM in order to secure and 
protect the hydrocarbon resources found there.

Training Implications                                                            
Trainers at the CTC’s and home station need to account 
for China’s Maritime Militia and how the PRC uses it in 
a variety of  unorthodox methods during peacetime and 
wartime. It is recommended that CTCs look to integrate 
the full spectrum of  capabilities that a Maritime Militia 
brings to an Opposing Force (OPFOR) and how those 
capabilities affect the OE. China’s Maritime Militia’s 
ability to collect real-time intelligence and target data, 
conduct reconnaissance, safeguard sovereignty claims, 
and obscure the operational environment must be taken 
into account.  Internally, the TRADOC G2 Operational 
Environment and Threat Analysis Directorate 
(OE&TA) will need to update the Decisive Action 
Training Environment (DATE) Worldwide Equipment 
Guide (WEG) to better represent China’s Maritime 
Militia capability. Some of  these updates will include the 
different types of  CMM vessels, onboard equipment 
and weapons, and their support capabilities.

Conclusion                                                           
With very little risk or cost to China, the Maritime 
Militia will continue to expand China’s control over 
strategically important territory and territorial waters. 
Professor James Kraska, a research director in the 
Stockton Center for the Study of  International Law, 
US Naval War College notes, “as a force multiplier, the 
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maritime militia poses an operational challenge that 
requires an expansion in US and allied force structure, 
including warships, submarines and, especially, 
unmanned drones and unmanned subsurface vehicles, 
to manage the threat.”42 As part of  an effort to counter 
China’s Maritime Militia threat, it is important to reveal 
publically who they are and what their true intentions 
are. Leading this charge is the U.S Naval War College’s 
China Maritime Studies Institute, which has published 
numerous reports and articles on the CMM, causing 
US leaders to take notice. Additionally, Dr. Erickson 
believes to deter the CMM’s harmful activities, the US 

and its allies should: educate the Commanders and 
Vessel Masters operating in the contested areas; modify 
the Rules of  Engagement (ROE); treat China’s three 
sea forces as one; and hold China to international 
standards of  seamanship (Rules of  the Road) and the 
International Humanitarian Law.43 During peacetime, 
China’s Maritime Militia serves a valuable role in 
conducting reconnaissance, intelligence gathering, and 
protecting China’s sovereignty claims. However, it is 
during wartime that the CMM has its greatest effect, 
serving as a force multiplier for the PLAN and blurring 
the line between enemy combatants and civilians.♦
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Cyber the Weapon of  Choice                                            
In the last 20 years adversarial cyber activity has moved 
from an operational security concern to a full scope 
cyber threat requiring the development of  doctrine, 
organizations, training, material, leadership, personnel, 
facilities and policies. “Gray Zone” confrontations and 
other competitive operations short of  war are especially 
suited for cyber based capabilities.4 While there is a 
tendency to overhype the transformative capabilities of  
cyber operations, analysts are recognizing the relevance 
of  cyber operations as a useful tool in recent conflicts. 
Academics at the Sage institute at the University of  
Michigan have compared present day interactions 
between traditional kinetic operations and cyber to 
those of  ground operations and air power in World War 
I. Cyber can provide improved situational awareness 
as an important intelligence gathering tool but the full 
potential for the modern battlefield is just beginning to 
take shape.5

Threat actors can distribute malware both internally 
and externally via dark web networks to provide the 
platforms and infrastructure to perform a range of  
disruptive actions from the spread of  propaganda 
to the destruction of  critical information systems. 
Examples include social media “bots” that spread 
disinformation, “worms” and “sniffers” that illegally 
collect data, “RATs” that provide remote access to 
victim’s information resources, blockers that censor 
unwanted websites, as well as other tools and techniques 
that execute attacks to degrade or disrupt information 
systems. The networks used to deploy the malware and 
execute the attack lifecycle are hidden on dedicated and 
appropriated hosts generally outside of  any network 
that can be traced to the attacker. The tools, when used 
in an adversarial attack on information systems and 
against media outlets are an alternative to traditional 
troops and equipment and can significantly transform 
battlefield events with relatively low risk. 

The anonymity of  cyberspace permits state and non-
state actors to pursue broad operational and strategic 
goals with little chance of  being discovered. By 
compromising sensitive government and commercial 
websites, forcibly transferring industrial and military 

Introduction                                                     

Today, computers and automation are central to 
many government, commercial, and personal 
activities. The automation of  military command 

and control (C2) functions is continually adapting 
to the changing nature of  multi-domain operations 
(MDO). This unprecedented level of  connectivity 
has its own set of  security challenges that includes 
an almost infinite attack space where anyone can be 
a victim of  a cyberattack launched from practically 
anywhere in the world.1 Overreliance on network 
battlefield management systems used to facilitate 
mission command can be particularly vulnerable to the 
force that fails to develop a recovery plan for critical 
systems.  Information technology (IT) and the inherent 
risk of  network communications is leading the United 
States of  America and other nations to aggressively 
pursue information-related capabilities (IRC) to 
defend networks from determined, coordinated, 
and sophisticated adversaries in the information 
environment (IE).

In 2011 the Secretary of  Defense declared cyberspace 
as an operational domain for the purposes of  
organizing, training, and equipping US military forces. 
In an address to Army Cyber Command troops, 
then Army Chief  of  Staff  General Mark Milley 
stated that “The first shots fired in the next actual 
war will likely be in cyberspace, and likely [will be] 
with devastating effects.”2 Cyberspace is defined as 
a global domain within the IE which consists of  the 
interdependent network of  information technology, 
infrastructures, and resident data, including the Internet, 
telecommunications networks, computer systems, and 
embedded processors and controllers.3 This article 
will address how cyber operations are becoming 
the weapon of  choice for adversaries, describe the 
challenges associated with attribution, compare costs of  
cyberattacks to cyber investments by threat group, and 
present significant trends for the most significant threat 
actors. 

By Jerry England, OE&TA

Bits in the Wire: Advancing Threats 
in the Cyber Domain
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cognitive effects rather than through physical effects 
which can engender a kinetic response or stark 
condemnation on the world stage. For these reasons 
adversaries may prefer to use their cyber capabilities 
in pre conflict and pre kinetic situations in order to 
use the information environment to achieve their 
objective while limiting collateral damage. For example, 
Russia’s information warfare campaign that preceded 
the annex of  the Crimea was a relatively bloodless 
operation partially because ethnic Russians in the area 
had been reassured that annexation was more of  a 
rescue operation than an occupation. The idea that 
the Russian population was under siege by extremist 
Ukrainians was accomplished through a mass media 
disinformation campaign that included a “troll army” 
that produced thousands of  pro-Kremlin comments 
in online chatrooms. Other techniques involved staged 
military operations and influential messaging designed 
to increase ethnic tensions and promote the idea to 
Ukrainian security forces that the annexation was a fait 
accompli.11 These operations had a significant impact 
and through a combination of  internal and external 
disinformation remained well below the threshold of  a 
traditional military response.

Network attacks as opposed to other types of  IRCs 
are most associated with the term cyber because they 
are limited to the cyber portion of  the information 
environment. These can include malicious code that 
mainly targets the physical and informational elements 
in the information environment. However, the impact 
of  these attacks can bleed over into the cognitive 
element and influence the perceptions of  those 
affected by the attack. The WannaCry ransomware 
attack launched in 2017 by a suspected North Korean 
hacking group spread to 250,000 computers in four 

technology, and engaging in 
influential perception management 
campaigns the threat is able to 
potentially transform events by 
integrating cyber tools into their 
asymmetric warfare strategies.

Propagating disinformation and 
spying on select persons of  interest 
appear to be the modernized 
information warfare techniques of  
former Soviet Russia. Examples of  
this include operationalized cyber 
activities in military campaigns 
from the Georgian war of  2008 to 
ongoing operations in Syria, as well 
as the compromise of  government 
and non-government entities by 
degrading operational systems.6 
Another cyber threat of  a different 
nature, involves the theft of  billions of  dollars’ worth 
of  intellectual property and sensitive commercial 
information by Chinese advanced persistent threat 
(APT) groups operating under centralized government 
control.7 The cyber tools and expertise produced and 
used by these two major threat groups are spreading 
to other threat groups through cyber black markets on 
the dark web and increasing the risks associated with 
online interactions.8 Countries such as Iran and North 
Korea are reaping the value of  cyber operations and are 
developing their own capabilities through observation, 
acquisition, research, and development.9

The versatility of  cyber weapons and other information 
related capabilities make them ideal for coercive 
operations. Russia’s version of  the “whole of  
government” approach to the conflict continuum is 
a fundamentally non-military approach to political 
warfare that involves political alliances, economic 
warfare, propaganda, and psychological warfare that 
incites violence in an indirect way.10 Enabled by data 
driven activities and increasing interconnectivity, threat 
actors are attempting to level the playing field offset by 
US technology to undermine support and affect the 
perceptions of  events on the ground.

Cyber weapons are unique because their objectives 
are often abstract and intangible and therefore 
difficult to recognize until after the fact. Cyber 
weapons are replicable and will regenerate more 
quickly than traditional weapons systems. Generally, 
a cyber weapon is not bound by the physical 
limitations of  conventional direct and indirect fire 
weapons. Cyber weapons are designed to influence an 
adversary’s actions and behavior by informational and 

https://apt.threattracking.com/
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collaborated to help defend information systems. This 
partnership has created a better understanding of  
the signatures of  offensive cyber operations and has 
improved defensive capabilities.  For example, dwell 
time is a key metric developed by the cyber security 
industry, to assess the effect of  a cyber capability. It 
is the time that a cyberattack has access to a targeted 
system and can provide signatures of  a threat group. In 
2011 the cyber security firm FireEye assessed that cyber 
threat groups had a median dwell time of  416 days to 
execute a cyberattack, while in 2018 it was 78 days.17 
The decrease in dwell times over the last ten years is an 
indication of  the increase in awareness individuals and 
organizations have of  cyber risks.

Costs                                                                 
Attacks are larger and more costly now than before 
in terms of  the number of  data records affected. The 
increasing number of  affected records can translate to 
increased recovery costs. The estimated total of  both 
direct and indirect costs for an average data breach is 
$3.86 million. A mega data breach involving more than 
one million compromised records can cost hundreds of  
millions of  dollars for an organization to fully recover.18  

Massive data breaches of  sensitive corporate and 
government networks like those at the US government’s 
Office of  Personnel Management (OPM) in 2015 and 
the credit consumer reporting agency Equifax in 2017 
are part of  an emerging trend for threat groups to 
compromise large datasets for intelligence and criminal 
purposes. Aside from the direct and indirect costs of  
recovery, a large scale data breach can have multiple 
second and third order effects.19 For instance, the 
ability to steal and exploit millions of  files of  personally 
identifiable information helps threat actors to validate 
intelligence from other collection efforts. Large 
amounts of  personally identifiable information can be 
an advantage for a threat group’s counter intelligence 
operations. 

The effects of  large scale data breaches on target 
systems are a significant return on investment for 
threat cyber actors. Online hacking services as well 
as stolen information like credit card numbers and 
other personally identifiable information can bring 
in significant revenue for a few hundred dollar 
investment on the dark web.20 For example, a DDoS 
attack could cost approximately $60 dollars per hour, 
while the monthly costs for a Remote Access Tool 
(RAT) campaign could be less than $200 a month. 
The difference in prices usually indicates how much 
the interaction of  a malware provider is required to 
maintain and operate the campaign.21

days and critically disrupted national services in the 
United Kingdom, Spain and Russia.12 Described as 
the largest ransomware attack in history, WannaCry 
caused billions of  dollars in damages in a few hours and 
caused many to question their government’s ability to 
protect key cyber infrastructure. In spite of  the large 
scale damage, the response was limited to dismantling 
the infrastructure that enabled the attack. The software 
vulnerabilities that enabled the attack were disabled and 
patched quickly, North Korea was publically blamed for 
the operation, and a part of  North Korea’s offensive 
hidden cyberattack network was shut down.13 Future 
attacks may incur stronger response as norms are 
established for countering cyber operations.

Maneuvering in Cyberspace                                           
The ability to maneuver and provide command and 
control (C2) through cyberspace allows threat actors 
to potentially execute attacks from multiple physical 
and virtual locations thousands of  kilometers away. 
Dispersed infrastructure along with other obfuscation 
techniques makes attribution difficult.14 Further, 
networks have the ability to change the location and 
the appearance of  data elements through software 
updates, IT policies changes, and hardware upgrades. 
This shifting nature of  cyberspace affects not only 
attacker’s relation to the target but their relation to the 
information environment as well.15

Attribution Challenges                                    
Attribution continues to be a challenge in the cyber 
domain; the anonymity of  cyberspace is one of  the 
main reasons for the attention cyber operations receives 
today. However, there are specific clues such as attack 
origins (in the physical and logical sense), the type 
of  network equipment used, the identity of  human 
and electronic personas, as well as common threat 
vectors, and malware that can assist in determining the 
origins or source of  a cyberattack. Indicators such as 
tradecraft techniques, infrastructure and C2 relations, 
as well as malware signatures, objectives and intent, 
can support identifying a particular attack.16 Similar 
to how cryptologists during World War II were able 
to decipher messages using header messages and 
studying the rhythm of  a threat operators typing speed, 
analysts today can use non-content indications like the 
programming styles and linguistic character to narrow 
the search for a cyber threat.

In the past, commercial and government entities 
only intermittently provided the details necessary to 
understand and identify cyber threat group operations. 
But as the frequency, size, and scope of  attacks 
increase, the commercial and government sectors have 
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to penetrate industry specific networks and obtain 
protected technical data.33 Some threat groups even 
have their own dedicated feeder schools that specialize 
in western languages and computer technology in 
order to provide trained personnel for their programs.34  
Chinese APTs have been associated with key industrial 
sectors and technological objectives in line with China’s 
long term economic goals and development strategy. 
The “Made in China Action Plan” which describes 
the economic aspirations of  China’s latest five year 
plan, highlights ten areas of  national interest in which 
the country intends to innovate. The areas are new 
energy vehicles, next-generation IT, biotechnology, 
new materials, aerospace, ocean engineering and 
high-tech ships, railway, robotics, power equipment, 
and agricultural machinery.35 The ten areas combined 
with Chinese concepts of  “military-civil fusion,” 
“informatized,” and “unrestricted warfare” indicate 
the likelihood that commercial objectives will have a 
significant government and military component.

North Korea: Exploiting Opportunities                         
North Korea has been accused of  a few high profile 
attacks in the last five years, in spite of  very limited 
internet access across the country. North Korean 
hackers are suspected of  receiving training in China 
and using their skills in a variety of  locations. The 
widely publicized hack of  the Sony Corporation in 
2014 was described as unparalleled and well-planned 
for North Korean cyber groups. During the attack 
North Korean government cyber actors used stolen 
certificates as part of  their plan to wipe as many 
corporate hard drives as possible.36 Since then North 
Korean hackers have managed to steal an estimated 
$649 million in electronic cash and cryptocurrency 
with a sophisticated combination of  online fraud and 
malware.37 This revenue stream is possibly being used 
to fund the regime’s research and development for 
weapons of  mass destruction. One of  the largest heists 

The total costs caused by cyberattacks and cybercrime 
in 2018 is estimated in the billions of  dollars.22 Unique 
cyberattacks have increased by at least threefold 
from 2013 to 2018.23 In 2018 the average number of  
breached records for an attack was 24,615 records at an 
average cost of  $3.86.24  

The global cyber market is estimated to be $17.8 
billion.25 The military cyber budget for the Russian 
Ministry of  Defence in 2013 was $70 million.26 Lack 
of  transparency in accounting makes estimating 
China’s defense spending difficult let alone its budget 
for cyber.27 Between the years 2009 and 2010 one 
telecommunications vendor received more than $220 
million dollars in research funding from the PRC 
government.28 Since that time, the Chinese defense 
budget has increased by 83 percent.29 Since 2013, the 
Iranian government has increased its overall cyber 
budget to $20 million.30

China: Large Scale Initiatives                               
China continues to pursue large scale strategic cyber 
activities against the US Government, its corporations, 
and its allies. With twice the internet users than the 
entire population of  the US, there are an estimated 
75 unique Chinese based threat groups.31 These 
advanced persistent threats (APT) are increasing their 
operations and improving their techniques to avoid 
detection while gaining information on political, 
economic, and military sectors. The repurposing of  
commercial network security and testing tools for cyber 
exploitation operations and the installation of  electronic 
vulnerabilities production process in Chinese network 
devices are just two of  the techniques used for finding 
and siphoning critical data on a large scale.32

For more than two decades China has built an 
ambitious program to train thousands of  individuals 
to work within its cyber threat groups and create 
organizations that leverage the skillsets necessary 

https://apt.threattracking.com/
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Iran: Emerging Capabilities                               
Iranian activities in the information environment have 
included censorship and monitoring of  Iranian internet 
users, blocking sites the regime found dangerous or 
offensive, and banning of  the social media accounts 
of  suspected dissidents.44 Protesters using the social 
media platform to express their opinion about the 2009 
Iranian presidential election, caused the government 
of  Iran to acquire hardware for internet surveillance 
from Chinese telecommunications firm Huawei in order 
to monitor their communications.45 Censorship and 
monitoring of  social media internet traffic by Iran and 
its proxies are some of  the techniques at Iran’s disposal 
in other conflict areas such as Syria, Iraq, and Yemen.  
Since then, the Iranian Supreme Leader has authorized 
the establishment of  a new Supreme Council of  
Cyberspace in 2011. In 2012 the new president of  Iran 
announced a $20 million budget increase for cyber 
operations.46

Iran is also training “cyber warriors” drawing from its 
large hacker community to develop skills in attacking 
not just individuals but large organizations for political 
purposes.47 Cyberattacks on Saudi Aramco and the 
Qatari RasGas and a series of  distributed denial 
of  service attacks against some large US banks by 
suspected Iranian hackers are noticeable indicators 
of  the progress and scope of  Iranian cyber offensive 
capabilities.48 According to a US Department of  
Justice statement, employees of  a number of  Iran-
based computer companies were sponsored by Iranian 
Revolutionary Guard Corps to conduct the campaign 
against the financial sector.49 In 2012 a hacker who 
was suspected of  acting on behalf  of  the Iranian 
government penetrated the industrial control system of  
a water dam in New York State using an open source 
tool known as Shodan.50

came from an attack on a US Federal Reserve Bank 
in which suspected North Korean operatives posing 
as Bangladeshi officials managed to lift $81 million in 
SWIFT money transfers before being discovered.38 
North Korea’s intelligence apparatus has made the most 
of  opportunities with evolving cyber capabilities from 
espionage to large scale financial crimes.39

Russia: Information Warfare                               
Russia’s largely state owned energy firms, intelligence 
agencies, organized crime organizations, and embassies 
are using their skills in information warfare to support 
elements of  the Russian government to achieve political 
warfare and information operations objectives.40 During 
the opening months of  the Ukraine conflict, Russia was 
engaged in a full scope information warfare campaign 
that hacked official Ukrainian government computers, 
physically degraded telecommunications networks, and 
spread disinformation.

Russia’s has historically embraced information 
warfare as an integral part of  its military and political 
operations. Liberal policies that protected Russian 
citizens who were accused of  cybercrimes promoted 
the criminal hacker culture in Russia and created a talent 
pool for executing state sponsored initiatives. 

The use of  information resource capabilities to 
destabilize regional competitors and promote Russian 
elements of  national power are contributing to the 
frozen conflicts affecting the regions in Russia’s “near 
abroad.”41 Russia’s cyber operations are suspected as 
having a global reach and are not limited to European 
regional targets.42 In 2018 the United States accused 
Russia affiliated hackers of  targeting the American 
electrical grid.43 The technical requirements for 
cyberattacks against infrastructure indicate that Russia’s 
cyber operations are far reaching and sophisticated. 
Other nations have taken note and have conducted 
similar attacks using similar methods. 

https://apt.threattracking.com/
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will improve decisionmaking, increase the autonomy 
of  unmanned systems and operationalize the internet 
of  things as potential key terrain within the cyber 
domain. Horizon technologies like these will change 
operations across the multi domain battlefield. Ethical 
problems on the employment of  these technologies will 
challenge policy makers to further understand analytics 
and artificial intelligence concepts to make informed 
decisions. The rapid pace in which people and devices 
will interconnect will require an effort to automate 
routine processes and decisions at a greater scale. To 
that end it is important to understand the current state 
of  the art in cyber warfare, its possibilities—as well as 
its limitations—beyond today’s concepts and models. 

Advanced nations’ over-reliance on computer 
aided operational processes can open a number 
of  opportunities for threat actors to use in future 
cyberattacks. One potential approach would be to 
maximize cyber effects in a onetime massive strike that 
degrades, or destroys as many networks as possible 
across the PMESII-PT operational variables. The 
potential for catastrophic damage would be high if  
cyber threat actors could shut down both industrial 
sites and utilities while at the same time attacking the 
ability of  first responders to gain situational awareness. 
If  such an attack were timed with a natural disaster or 
with supporting lethal operations like a missile launch 
casualties could be even higher. 

Another approach would be to degrade a large 
organization or an entire economic sector as a show 
of  force while retaining other information related 
capabilities to use in future operations. By displaying a 
significant level of  competency a threat actor could use 
the threat of  future attacks as a bargaining chip. 

A third option could be to conduct extensive full scope 
information warfare operations with an emphasis on 
intelligence gathering, propaganda, and limited attacks 
against as many sectors of  the target nation as possible. 
This along with a significant perception management 
campaign could influence changes in behavior without 
garnering an excessive military response. 

The first of  these attack approaches would have the 
effect of  isolating the target as it attempts to recover 
and reestablish situational awareness. The second type 
would be retaliatory in nature as unwanted reactions 
from the target would lead to more attacks. The third 
type of  attack is a long term strategy that seeks to 
influence the target while slowly degrading its ability 
to defend itself  in cyberspace. This approach would 
mostly be a shaping operation used to prepare the 
information environment for future operations. 

The use of  third party individuals and proxy 
organizations to execute cyberattacks is an extension 
of  the asymmetric warfare techniques refined by Iran’s 
paramilitary Iranian Revolutionary Guard Corps.  This 
year the US Department of  Homeland Security issued a 
warning implicating Iran in a large scale Domain Name 
System (DNS) hijacking campaign against regional and 
European targets. Using compromised credentials, the 
attackers were able to change the resolved resource of  
a number of  Middle Eastern organization’s domain 
names. This enabled the attackers to redirect traffic to 
a controlled host and steal the encryption certificates 
enabling man-in-the-middle attacks.51 A leak by an 
Iranian whistleblower revealed the cyber campaign’s 
goals and objectives as well as the software tools used 
by the Iranian government for the large cyberattack.52

Winning in Cyberspace                               
Cyberspace is an important operational domain 
that the threat is using to establish and maintain an 
operational advantage against competing interests in the 
information environment. Cyberspace is considered an 
area in which future multi domain operations will be 
significantly influenced. The growth in cyber activity 
among countries with the technical abilities to leverage 
the information environment is increasing as well. In 
the last two decades, cyber enabled nation states have 
established increasingly sophisticated information 
gathering systems. Like the intelligence systems that 
nations and organizations have used for centuries, 
cyber enabled data collection efforts use a variety of  
overt and covert techniques to find, gather, and exploit 
information systems using both government and private 
organizations to achieve their objectives. As more users 
and devices go online the number of  vulnerable devices 
and systems, known as the attack surface, will continue 
to increase the size and scope of  cyber collection and 
exploitation efforts and the potential for large scale 
attacks. This increases the risk for further attacks. 
The nation, or organization that aggressively pursues 
a comprehensive cyber program has a significant 
operational advantage given these trends. 

The use of  artificial intelligence as an enabler of  
future cyberattacks may increase the capability of  
analytics as a toll for future military engagements. The 
amount of  data produced by the next major conflict 
will significantly change the cyber capabilities as we 
understand them today. Facial recognition systems 
are generating large datasets of  biometric data. 
Interconnected vehicles, weapons systems and Soldiers 
producing location and system status information will 
add to the digital fog of  war. These large data sets may 
require quantum computing systems for analysis and 
processing of  this data. Additionally, advanced analytics 
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(ICT) and other physical elements of  the information 
environment has led to an increase in the momentum 
of  humanitarian interactions and events. Networks 
described in the information and infrastructure sections 
of  the DATE provide context for these momentum 
shifts in time, space, and purpose. Weapons of  Mass 
Destruction (WMD) are an integral part of  the 
Hybrid Threat’s strategic and asymmetric capabilities. 
The spread of  WMD technology via threat group 
networks is another avenue in which the cyber domain 
potentially impacts MDO. Finally, tech reliant societies 
living in dense urban terrain present a greater attack 
surface for the defensive and offensive operations in 
the cyber domain. Modern conditions such as cashless 
transactions and the internet of  things in the Amari 
information variable provides deeper context for dense 
urban terrain and other conditions of  urbanization.♦

Cyber Condition in Support of  Multi 
Domain Operations in the Decisive Action 
Training Environment                                         
The Decisive Action Training Environment (DATE) 
includes cyber as part of  the five main characteristics 
of  Multi-Domain Operations (MDO) that are likely to 
impact land force operations in the future.  The cross-
sectional nature of  cyber elements in contemporary 
discussions leads analysts to consider its importance 
across the MDO characteristics. 

Cyber and computer science advances including 
artificial intelligence can potentially lead to adversary 
overmatch in particular situations. DATE Africa 
includes artificial intelligence as part of  the information 
variable as an emerging technology. Considering the 
impact of  information technology and communications 
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For nearly all of  the armies of  the world wars, 
and throughout the Cold War, the division 
was the primary combined-arms organization 

capable of  independent operations. The massive land 
forces of  WWII were almost universally built around 
the division, with armies on both sides adopting 
surprisingly homogenous organizations: most consisted 
of  three maneuver regiments or brigades, an artillery 
brigade, and support and command staff. As the 
“big army” culture of  the Cold War wound down, 
however, virtually all of  the world’s first-order armies 
have transitioned from the division to the brigade—
or brigade-sized units—as their basic operational 
building block. The world’s military thinkers seemingly 
simultaneously decided that an enhanced brigade was 
the ideal mix of  firepower, maneuver, and support, 
while being optimally sized for decentralized command 
and control and rapid strategic and tactical movement. 

While the division has been resigned to a largely 
administrative role in the modern era, the other major 
echelon-of-note from the WWII/Cold War era—the 
battalion task force—remained largely unchanged 
well into the 21st century. Battalions around the world 
are typically “pure” in their composition—armor, 
mechanized infantry or light infantry—which are 
then combined with slices from other battalion types 
in order to create what the WWII-era German Heer 
called the Kampfgruppe, or what the US Army, then and 
now, calls task forces. This archetype, too, is beginning 
to change, most prominently in two of  the world’s 
premier land forces.  In what is either a remarkable 
coincidence or the result of  a copycat effort, both the 
US Army and the Chinese People’s Liberation Army 
Army (PLAA) have, at practically the same time, fielded 
organic combined-arms battalions within their armored 
brigades.1 For the PLAA, this represents just one step 
along a decades-long reorganization effort, breaking 
down their older big-army corps model into smaller, 
more agile, and componentized force structures. 

This article provides a study of  the PLAA’s new 
tactical-level formations: the combined arms brigade 
(CA-BDE), and the combined arms battalion (CAB). 
It provides detailed descriptions of  each of  the 
three types of  CA-BDEs: light (motorized), medium 
(mechanized), and heavy (armored). It also describes 
the evolution of  the PLAA from massive corps-
based operations to agile brigade- and battalion-based 
operations, and provides examples of  some of  the 
tactics that these units may employ. 

From Corps to Battalion: Tracking the 
PLAA from Korea to 2020                               
When the PLA sent its “volunteer force”—the People’s 
Volunteer Army, or PVA—across the Yalu River and 
into North Korea in October of  1950, its quarter-
million soldiers were organized into six corps. This 
army was influenced by lessons the Chinese Communist 
Party (CPC) learned during Second Sino-Japanese War 
and the Chinese Civil Wars of  the previous decade, 
wherein Communist Chinese forces fought a years-long 
series of  campaigns on their own soil against enemies 
that were more numerous, better trained, equipped, 
and led. The PVA can be accurately thought of  as a 
real-world manifestation of  Mao Zedong’s “People’s 
War” theories: a technologically inferior force designed 
to defeat a more powerful enemy through a mix of  
political motivation, rapid close-combat maneuver, and 
deception.2

The PVA’s corps model was very different from the 
approach taken by both Western and Soviet bloc 
militaries of  the same period. Corps commanders were 
given a frontage in which to conduct their operations, 
then given a series of  objectives from the PVA’s 
headquarters. The PVA commander, Peng Dehuai, 
communicated directly with his corps commanders, 
forcing him to manage six subordinate units.3 Military 
historians and theorists may cringe at this fact—it is 
commonly accepted that this is far too many direct 
subordinate organizations for one command, a fact 
learned by both the PVA in Korea, and the US Army 
during its brief  “Pentomic Division” experiment, also 
in the 1950s.4 Despite his aggressiveness and dedication, 
Peng’s performance during his command of  the PVA 
was decidedly mixed, but his observations about the 
supply and command issues that plagued the PVA was 
an early driver of  reform both in Korea and in the 
PLA.5  

While the PVA’s echelon-above-corps structure did not 
work well, the corps themselves performed somewhat 
better.6 The use of  such a large formation as the 
basic tactical echelon made sense for the PVA: they 
had hundreds of  thousands of  men, but virtually no 
logistical support, very little in the way of  modern 
communication equipment, few competent staff  
officers, and little mechanization or armor. PVA units 
had to remain in close proximity to their command 
and to adjacent units, lest they become isolated and 
rendered ineffective. Corps commanders typically 
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positioned their individual regiments for attack or 
defense, and then issued an objective—usually a 
terrain feature—to the regimental commanders.7 
Regimental commanders then employed an approach 
described by one US Marine officer as “assembly on the 
objective8”—subordinate companies or platoons simply 
made their way to the objective as best they could, 
using a combination of  rapid movement, stealth, and 
deception to overcome enormous enemy advantages 
in firepower. The tactical rigidity of  this approach had 
severe shortcomings—once a unit was committed 
to combat, for instance, it was virtually impossible 
to revise its mission—but in the tight terrain of  the 
Korean peninsula, and against an enemy trained and 
equipped to fight and win a mechanized war in the 
Atomic Age, it was formidable, and the PVA achieved 
astonishing successes against UN forces through the 
early phases of  the war.9

Western journalists called these tactics “Human 
Wave.10” It is easy to understand where the name 
came from—thousands of  UN soldiers experienced 
sudden, massive surprise assaults by seemingly endless 
swarms of  fast-moving Chinese soldiers. The name 
“Human Wave,” however, belies the sophistication 
of  PVA tactics. While the final phase of  an attack did 
often resemble a mass assault by closely-packed groups 
of  soldiers, Chinese units were experts at long-range 
movement at night, silently, through rough terrain.11 
A Chinese regiment moving in close-quarters at night 
could—and often did—move so silently as to be 
undetected by the front line of  UN troops.12 They 
closed the range with enemy units quickly, and thus 
appeared to come out of  nowhere. The overwhelming 
UN advantages in armor, air, and artillery firepower 
were largely nullified when engaging at such close 
ranges. Here, the couple of  hand grenades and rifle or 
machine gun carried by the Chinese soldier was all the 
firepower that was needed.

The downside to what Peng eventually called the 
“Short Attack” was that it nearly always resulted in 
significant casualties to the assaulting unit.13 Units 
that were detected at longer ranges, or who became 
decisively engaged in periods of  daytime or good 
weather were regularly decimated by UN firepower, 
particularly air and artillery strikes. The PVA had 
virtually no tactical flexibility: they had no modern 
communications equipment, no way to sustain attacking 
units for long periods of  time, and no NCO corps to 
manage independent tactical actions at lower echelons.14 
Moreover, the PVA had virtually no ability to conduct 
a true deep attack: even if  PVA units managed to 
assault and overwhelm a frontline enemy unit, they 
were unable to exploit the breach by driving deep 
into the enemy’s rear areas due to their poor logistical 
support and almost complete lack of  motorization and 
mechanization. 

Eventually, the Korean War ground to a bloody 
stalemate, with neither side able to achieve a decisive 
result with the limited resources available. General 
Peng grew increasingly frustrated with the PVA’s 
shortcomings: while they had achieved remarkable 
victories against very powerful opponents, their 
shortcomings had gradually eroded their initial 
advantages. As the war dragged on, UN forces 
inflicted massive casualties on the PVA for virtually 
no military or political gain. Peng viewed this as a flaw 
in the People’s Army theory: instead of  relying solely 
on bravery, motivation, short-range maneuver, and 
deception, he wanted his forces equipped with modern 
weapons: anti-aircraft guns, machine guns, and tanks; he 
wanted his artillery able to directly support maneuver 
forces, and to be supplied with adequate ammunition; 
he wanted his soldiers supplied with food, ammunition, 
and medical supplies—Korean winters had been brutal 
on the PVA.15

Despite failing to achieve a decisive victory, General 
Peng returned from North Korea a national hero. 
He immediately sought to leverage his new political 
influence into a top-to-bottom reform of  the PLAA 
based on his experiences in North Korea. He argued 
that China should rebuild its military using the Soviet 
model, mixing large numbers of  infantry divisions 
with highly mobile armored divisions able to conduct 
independent operations deep behind enemy front 
lines. He advocated for a professionalization of  the 
PLAA, establishment of  a new rank and pay structure, 
and issuance of  modern military uniforms. Peng was 
successful in virtually all of  these efforts initially, 
and many of  his reforms established the basis for 
what would eventually become the modern PLA.16 
In the process, however, he made an enemy of  Mao, 
who began to view his reform attempts as rightist 
and counterrevolutionary. Peng was nothing if  not 
a fanatical devotee to Chinese communism, but his 
attempts to modernize the People’s Army proved too 
conventional for the CPC establishment. Peng was 
gradually stripped of  power, forced to resign and live in 
obscurity, until radicals during the Cultural Revolution 
imprisoned and tortured him until his death.17

Following Peng’s fall from power, Mao and other CPC 
officials set to work undoing as many of  Peng’s reforms 
as possible, reverting to a “rankless” force structure 
and relying on a mix of  political indoctrination and 
manpower to achieve military success.18 These military 
transformations aligned roughly with two of  the more 
extreme Maoist political movements of  the era, the 
Great Leap Forward and the Cultural Revolution, which 
helped to underpin the PLAA’s extremist philosophical 
approach of  the period. At the same time, the Sino-
Soviet split removed most of  the remaining Soviet 
military support to China, removing access to new 
Soviet equipment and training assistance.19 The result 
was a PLA that consisted of  millions of  poorly trained 
and equipped conscripts, led by officers who were 
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selected for their positions due to party influence 
or political loyalty rather than military competence. 
Though Mao died in 1976, his extremist legacy in the 
PLAA endured for a time, and was still dominant when 
China went to war against Vietnam in 1979.

As the French, Japanese, French (again), and Americans 
had discovered over the previous 150 years, Vietnamese 
fighting on their own ground are not to be trifled with. 
The Vietnamese People’s Army (VPA) that the PLAA 
engaged in its 1979 border war had been hardened 
by nearly a half-century of  continuous conflict—and 
victory—against some of  the world’s most powerful 
militaries. The PLAA expected to overwhelm the 
VPA with its vast manpower advantage, but after 
having advanced only a few dozen kilometers into 
Vietnamese territory, the Chinese offensive rapidly fell 
apart. Fighting largely against Vietnamese militia units, 
the PLAA suffered catastrophic failures in logistical 
support, command, and discipline. They attempted 
to use the same corps-based mass-assault structure 
that had proven effective in their previous campaigns, 
but with just slightly longer supply lines, and against 
an opponent seasoned in guerilla warfare, the PLAA’s 
performance was disastrous.20 Modernized VPA artillery 
outranged and outgunned PLAA artillery divisions, 
hundreds of  Chinese tanks were lost to early anti-
tank guided missiles, and vulnerable supply lines were 
savaged by Vietnamese guerillas. The Chinese eventually 
abandoned their plans to capture key cities in Vietnam, 
and instead, concentrated nearly their entire force on 
the city of  Long Son. Facing a regular VPA division 
instead of  just militia, it took over a week to subdue 
the city despite a massive numerical advantage. Having 
taken Long Son, the PLAA conducted a scorched-
earth withdrawal, having achieved none of  their major 
objectives, and having cost China a full year’s worth 
of  domestic investment and development initiatives. 
The complaints General Peng had made a generation 
before—poor logistics, poor communication, a lack 
of  mechanization, and a lack of  modern weapons 
systems—plagued the PLAA throughout the 
campaign.21 

The Sino-Vietnamese War was a disaster for the PLA, 
but it was precisely the impetus the CPC needed to 
fully purge the ghosts of  Mao from the PLA and begin 
to meaningfully modernize.22 The new Chinese leader, 
Deng Xiaoping, developed a decades-long plan for 
modernizing practically every aspect of  the Chinese 
economy, society, and its military. Military reforms 
were enormous: PLA was to be purged of  much of  
its Maoist tradition, then rebuilt along the lines of  the 
Soviet model championed by General Peng.23 Deng’s 
plan culminated in 2010, and envisioned China having 
rebuilt its military into a modern, fully mechanized 
force, well on its way to becoming a first-order military 
capable of  joint and expeditionary operations.24

The first phase of  these reforms began with the 
removal of  Mao’s political commissars from key 
military positions, and building PLAA operations 
around the division, abandoning the corps as its 
primary operational element for the first time in over 50 
years. Adopting a philosophy of  “quality over quantity,” 
millions of  conscripts were first mustered out, bloated 
headquarters were reduced, and enormous stockpiles 
of  obsolete equipment were scrapped. The PLAA was 
reduced in size by massive cuts throughout the 1980s 
and 1990s; by 2005, it was roughly half  the strength it 
had been in the 1970s. The PLAA’s design of  the late 
80s and early 90s largely mimicked the Red Army’s 
approach in the Soviet Union: the country was divided 
into military regions, each with a number of  field 
armies, and each field army consisting of  two or three 
divisions.25

Two major world events further shaped the PLA’s 
development during this era. First, the PLAA’s response 
to the Tiananmen Square protests displayed enormous 
systematic problems within the army, ranging from 
simple incompetence in performing simple tasks to 
outright insubordination from thousands of  active 
officers. Tiananmen drove the PLAA to re-introduce 
political and ideological training as a part of  its 
military education system, and helped to emphasize 
the role of  political officers in the PLA’s system of  
leadership.26 A few years after Tiananmen, China 
watched with great interest as a coalition of  nations, 
led by the United States, massed forces in Saudi Arabia 
and Kuwait, and then, in short order, crushed a large 
and well-equipped Iraqi army as a part of  Operation 
Desert Storm. Chinese military leaders watched with 
a mix of  fascination and alarm as the US-led coalition 
meticulously built up combat power for months 
along the Iraqi border, then virtually annihilated what 
was regarded as one of  the world’s strongest ground 
forces in a matter of  days. The PLAA noted two 
major implications from Desert Storm: first, American 
expeditionary forces were far more effective if  allowed 
to build their combat power in a distant theater 
unmolested; second, Soviet-derived equipment from 
the early Cold War—which constituted nearly all of  the 
PLAA’s equipment—was woefully outclassed by the 
modernized equipment of  American and other Western 
militaries.27

The combination of  Tiananmen and the Gulf  War 
sparked a new round of  reform efforts in the mid-
1990s. The first effort significantly realigned the 
Chinese strategic approach to defending their territory. 
The People’s War mandated that China could only fight 
a defensive war, but the Gulf  War illustrated clearly 
that allowing a powerful enemy to mass their forces 
on one’s doorstep was a losing proposition. People’s 
War theory was thus modified, and an “active defense” 
idea was added. Now, Chinese forces would actively 
resist the buildup of  enemy combat power throughout 
China’s near seas and border regions, a technique that 
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would eventually be called “anti-access/area denial” 
by the Department of  Defense.28 Second, efforts to 
modernize equipment and create leaner but more 
powerful formations were accelerated. Enormous 
quantities of  aging tanks and other armored vehicles 
were abandoned, and major investments were made 
to modernize virtually the entirety of  the PLAA’s 
equipment.29

As these reforms were put into place, experimented 
on, and revised, the “brigade-ization” of  many of  the 
world’s armies was fully underway. The combination of  
new doctrine, new equipment, and the need for smaller, 
more agile formations prompted the PLAA to develop 
two new formations: the combined arms brigade, and 
the combined arms battalion.

Into the 21st Century: the CA-BDE and CAB 
The brigade-ization of  the world’s armies dovetailed 
nicely with the PLAA’s ongoing drawdown in size 
and desire to upgrade the training and equipment of  
its forces. It is unclear if  the PLAA was significantly 
influenced by the US Army’s own reform and 
modernization efforts during the early 2000s, but the 
solution that the Chinese arrived at for its brigade-sized 
formations looks remarkably similar to that which 
the US Army adopted at about the same time. Three 
different primary formation types were established: 
the light (motorized) CA-BDE, which consisted of  
truck-mobile or armored personnel carrier-mounted 
infantry; the medium (mechanized) CA-BDE, built 
around the infantry fighting vehicle (IFV) and IFV-
mounted infantry; and the heavy (armored) CA-BDE, 
built around the main battle tank (MBT). Initially, CA-
BDEs were built with “pure” battalions, meaning that 
the maneuver battalions of  each were homogenous—
only infantry, mechanized infantry, or armor. After a 
period of  experimentation and revision, the traditional 
homogenous battalion was replaced with the combined 
arms battalion—the CAB.

Major changes occurred at echelons above the 
CA-BDE as well. First, the corps as it had existed 
throughout the history of  the PLAA was done 
away with, replaced by a new formation called the 
group army. The group army was not a field army 
in the traditional sense, but rather, was a corps-sized 
formation that mixed six CA-BDEs with six supporting 
brigades: artillery, air defense, aviation, SOF, engineer 
and chemical defense, and service support.30 The group 
army was built specifically to support the new PLA 
concept of  system warfare: elements of  the group 
army are used to build the various combat groups that 
comprise an operational system—the task-organized 
unit that conducts operations.31 The division echelon 
was virtually done away with: only a handful of  division 
structures remain extant, and it is unclear how these 
legacy organizations integrate within the group army/
CA-BDE structure. 

The operational system is the complete set of  
capabilities assembled to conduct a particular mission. 
At the group army level, an operational system can 
be thought of  as similar to western joint task forces 
(JTFs).32 On a smaller scale, operational systems are 
assembled to conduct specific tactical missions such 
as an assault, defense of  a key position, or wide-
area security. Combat groups are sub-units of  the 
operational system, and are built to perform specified 
tasks in support of  the operational system’s mission. 
Combat groups are typically named for their task: 
command group, assault group, firepower group, and so 
on; these names do not yet appear to be standardized, 
and different variations appear throughout different 
PLAA publications. While the CA-BDE can be thought 
of  as the tactical-level force provider for the various 
combat groups, the CAB is likely meant to be employed 
either in its organic form, or augmented by attached 
capabilities. The PLAA describes the CAB as the lowest 
echelon capable of  independent operations, and for 
many tactical-level combat groups, a CAB serves as the 
group’s manpower backbone and bulk of  its combat 
power.33

The PLAA describes the differences between motorized 
and mechanized infantry in how supporting vehicles 
are employed: motorized units are only transported 
by their assigned vehicles, while mechanized forces 
employ their vehicles as combat platforms that support 
the infantry.34 The PLAA employs a variety of  APCs 
and IFVs that feature a broad range of  firepower 
and protection; some are tracked, some are wheeled, 
and there is considerable overlap. As such, one must 
look at how the unit intends to fight, rather than its 
composition and equipment, when assessing a unit as 
motorized versus mechanized. Airborne, mountain, and 
amphibious CA-BDEs are described as light. 

The three basic types of  CA-BDE are designed as 
follows:

Light combined arms brigade

●● 4 motorized combined arms battalions
●● 1 reconnaissance battalion
●● 1 artillery battalion
●● 1 air defense battalion
●● 1 headquarters unit
●● 1 operational support battalion
●● 1 service support battalion
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Medium combined arms brigade

●● 4 mechanized combined arms battalions
●● 1 reconnaissance battalion
●● 1 artillery battalion
●● 1 air defense battalion 
●● 1 headquarters unit
●● 1 operational support battalion
●● 1 service support battalion

Heavy combined arms brigade (CAB)

●● 4 armored combined arms battalions
●● 1 reconnaissance battalion
●● 1 artillery battalion
●● 1 air defense battalion
●● 1 headquarters unit
●● 1 operational support battalion
●● 1 service support battalion

The CAB takes the basic combined arms approach 
used to build the CAB and applies it to the battalion 
echelon. CABs appear to only combine different 
maneuver elements along with organic short-range fires 
elements (assault guns and mortars), with the provision 
that other headquarters can attach elements from other 
brigade organizations as required. The CAB is very 
similar to the US battalion task force concept employed 
by mechanized and armored units since the WWII 
era, mixing company-level infantry and armor units to 
create a single combined arms command. Each CAB 
also houses an organic short-range air defense capability 
in the form of  man-portable air defense systems 
(MANPADS). Of  note, the CAB appears to have only 
limited staff, which may affect its ability to function 
as the PLAA intends—as an independent unit.35 CAB 
structures are as follows:

Light combined arms battalion

●● 3 motorized infantry companies (10 light wheeled 
vehicles or APCs per company)

●● 1 firepower company (6–9 rapid-fire 81-mm 
mortars, MANPADS, crew-served weapons)

●● 1 headquarters unit
●● 1 service support company

Medium combined arms battalion 

●● 3 mechanized infantry companies (10 wheeled or 
tracked infantry fighting vehicles per company)

●● 1 assault gun company (14 wheeled 105-mm 
assault guns)

●● 1 firepower company (6–9 rapid-fire 120-mm 
self-propelled mortars, MANPADS, crew-served 
weapons)

●● 1 headquarters unit
●● 1 service support company

Heavy combined arms battalion

●● 2 tank companies (10–14 tanks per company)
●● 2 mechanized infantry company (10 infantry 
fighting vehicles per company)

●● 1 firepower company (6–9 rapid-fire 120-mm 
self-propelled mortars, MANPADS, crew-served 
weapons)

●● 1 headquarters unit
●● 1 service support company
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CA-BDE and CAB operations in Practice     
This section provides two vignettes describing the CA-BDE and CAB operations in action.i

i. Note: these vignettes are excerpts from the upcoming publication ATP 7-100.3, Chinese Tactics

7-1. Advance

7-1 Advance

(1) An offensive group advances in preparation for an assault against an enemy mechanized task force that 
has taken up a defensive position. The offensive group is to annihiliate the enemy task force in order to 
weaken the enemy’s overall defensive strength and provide an approach route for follow-on forces. (2) The 
reconnaissance group deploys in an advance guard position, with order to reconnoiter enemy defensive 
positions and identify potential weak points and strong points. (3) Two frontline attack groups comprise the 
bulk of the main assault. They will fix the enemy and enable actions by the depth attack and thrust 
maneuver groups. (4) The depth attack group is positioned to exploit any weaknesses in the enemy 
defenses. This group attempts to conceal its axis of advance in order to surprise the enemy. (5) The thrust 
maneuver group, consisting of an armor battalion, a mechanized engineer battalion, and a rocket battery, 
waits in the rear area to exploit the successful attack of the depth attack group.  (6) The firepower group, 
consisting of a heavy howitzer battery and a heavy rocket battery, wait to deliver decisive indirect fire 
anywhere on the battlefield. (7) IW and EW groups stand by to conduct EW and deception operations, aimed 
primarily at fooling enemy sensors, deceiving the enemy commander, and suppressing enemy 
communications. 
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7-2. Unfold

7-2 unfold

(1) One of the frontline attack groups positions its in a support-by-fire position, engaging an enemy unit and 
fixing them in position. (2) At the same time, the other frontline attack group conducts a limited attack 
against the enemy’s left flank, testing the strength of the enemy defenses. These two actions, conducted in 
concert with one another, are intended to confuse the enemy commander about the location and axis of the 
main assault, forcing him to commit reserves early. (3) Reconnaissance units engage enemy scouts, 
preventing them from effectively reconnoitering friendly units and ensuring the enemy commander remains 
ignorant about the location and direction of the main assault. (4) The depth and thrust groups move under 
concealment to their initial attack positions. As the frontline attack groups conduct their attacks, the 
offensive group commander develops his understanding of the situation, and finalizes the axis of the main 
assault. Combat power is concentrated along this axis. (5) The firepower group conducts a fire assault 
against the enemy’s rear area, disrupting enemy command and communications and causing casualties. (6) 
EW and IW direct conduct electronic warfare and information warfare against the enemy command, with 
their main effort focused on deceiving the enemy about the location and axis of the main assault.
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7-3. Initiate

7-3 initiate

(1) The enemy commander, deceived into think that the main effort is targeting his left flank, commits his 
reserve in a counterattack against the northern frontline attack group. This group rapidly transitions to a 
defensive posture and begins a deliberate retrograde operation, intended to overextend the enemy’s 
counterattack force and eventually isolate them from their command. (2) The commander, having identified 
the enemy’s center as vulnerable, commits the depth attack group in a decisive assault. Their objective is to 
breach the enemy’s main defensive line and isolate the two enemy flanks. (3) The other frontline attack 
group conducts an assault against the enemy’s right flank, fixing the enemy unit and preventing them from 
reinforcing the group under assault in the center. (4) The thrust group positions itself to exploit the breach 
created by the depth attack group. (5) The firepower group conducts a fire assault against the enemy center 
in support of the depth group’s assault. (6) The EW group commences its decisive effort, suppressing 
enemy communications in order to electronically isolate enemy units and confuse response to the main 
assault The IW group transitions to information attack operations, attempting to increase enemy units’ 
perception of isolation.
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7-4. Annihilate

7-4 annihilate

(1) The thrust maneuver group conducts the decisive deep assault into the enemy’s rear area, targeting 
command posts, supply areas, artillery units, and potential escape routes. This completes the isolation of 
enemy units and compromises the enemy’s overall defensive position. The thrust maneuver group also 
conducts a hasty attack against the exposed flank of the enemy’s counterattack force, ensuring they cannot 
be redeployed and maintaining their isolation. (2) The frontline attack and depth groups conduct storming 
attacks against the isolated and depleted enemy units. Local fire support is integrated with maneuver to 
either destroy or force the withdrawal of enemy units. Assaults are coordinated as much as possible to 
ensure the enemy cannot reinforce units under attack. (3) Firepower assaults target retreating enemy units, 
disrupting their movement and ensuring that retrograde actions cannot be mounted. (4) EW and IW groups 
shift their focus to disrupting adjacent enemy units from reinforcing the now-defeated enemy unit, and on 
preventing the enemy’s higher echelon from communicating with the defeated unit.
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8-2. Reconnaissance and Deployment (conceptual)
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Fig 8-2. Reconnaissance and Deployment (conceptual)

(1) The cover group deploys a mix of reconnaissance and light infantry units into the 
frontal blocking zone. These units conduct reconnaissance and counter-
reconnaissance missions while screening the main body. MANPADS sections establish 
ambush zones along potential aerial avenues of approach. (2) The frontier defense zone 
is occupied by the frontier defense group. The main line of defense consists of two key 
defense points each defended by a mechanized CAb. SPG batteries provide and 
SPAAG sections are in direct support. (3) The depth defense group consists of two 
armored CAbs supported by a heavy towed battery, a rocket battery, and a SHORAD 
platoon. This group is charged with conducting the decisive counterattack against the 
enemy’s main effort. (4) The reserve group consists of a mechanized CAb. They await 
orders to block enemy advances or to support the depth group’s counterattack.

CAb combined arms battalion MANPADS man-portable air defense system
S screen SAM surface-to-air missile
SPG self-propelled gun SPAAG self-propelled anti-aircraft gun
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8-3. Spoil (conceptual)
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Fig 8-3. Spoil (conceptual)

(1) Two enemy mechanized brigades begin an attack on the defensive group’s position. 
Reconnaissance units conduct counter-reconnaissance operations against enemy 
scouts. Mechanized CAb units in the cover group conduct spoiling hit-and run attacks 
against the enemy, forcing them to deploy early and slowing their progress through the 
frontal blocking zone. (2) The firepower group delivers firepower assaults against high-
value enemy units, and the EW group simultaneously attempts to suppress enemy 
communications and deceive enemy collection systems. (3) The frontier defense group 
entrenches around the key defensive points and prepares to conduct a blocking action.
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8-4. Resist (conceptual)
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Fig 8-4. Resist (conceptual)

(1) Reconnaissance units continues to conduct counter-reconnaissance operations 
against advancing  enemy scouts to prevent detection of the disposition and axis of the 
main counterattack. (2) The cover group commences spoiling attacks and raids against 
the enemy’s main effort, causing disruption and forcing early deployment. These 
attacks are continuous and intended to canalize the enemy’s main effort, directing it to 
the point in the frontier defensive zone where the main counterattack is planned. (3) 
The frontier defense group conducts strong resistance against enemy attacks on key 
defensive positions. The enemy attempts to fix the two CAbs and destroy them in 
detail; entrenchments and firepower blunt the attack. The CAbs conduct a retrograde 
action, falling back slowly and blocking enemy penetrations into rear areas. (4) The 
depth group begins to move toward the counterattack position. By this time, the 
enemy’s position and axis of advance are well known, and the commander  carefully 
chooses the time and place for the counterattack.

1

1

2

2
4

X

X

X

EW

I

I

3

3

CAb combined arms battalion EW electronic warfare

X

X

I

I

Not to Scale N

W

W



Red Diamond 39 Jul-Sep 2019

8-5. Counterattack (conceptual)
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Fig 8-5. Counterattack (conceptual)

(1) The cover group continues to conduct counter-reconnaissance operations against 
enemy scouts. Mechanized infantry elements of the cover group conduct attacks 
against enemy scouts, forcing their withdrawal and exposing the flanks of the enemy 
assault group. (2) The frontier defense group continues to conduct blocking actions 
against the enemy’s supporting attacks, preventing penetrations and slowing the 
enemy’s advance. (3) Firepower is concentrated on the enemy’s main effort. Tube and 
rocket artillery plus electronic attack are massed on the target in order to disrupt 
movement, reduce cohesion, and cause casualties. (4) The depth group conducts its 
counterattack assault. Despite being outnumbered, the depth group achieves local 
superiority through mobility, deception, and the effective use of firepower. The depth 
group assaults the enemy’s main body head on, attempting to destroy the enemy’s 
momentum and cohesion. (5) The combat reserve group is deployed in an attack on the 
enemy’s exposed flank in an attempt to isolate the enemy’s main body and force the 
enemy’s withdrawal.
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8-6. Consolidate (conceptual)

X

X

II

II

II

II

II

I

I

I

I

I

X

X

X

Fig 8-6. Consolidate (conceptual)

(1) The cover group maintains contact with the retreating enemy, employing firepower 
to keep enemy forces off balance and ensure they cannot quickly reconsolidate. (2) 
Having suffered heavy casualties during its blocking actions against superior forces, 
the frontier defense group moves to rear areas for consolidation and refit, becoming 
the new reserve group. (3) The original depth and reserve groups occupy the key 
defensive positions and begin entrenching, preparing for the next enemy assault and 
providing a strong position from which to begin offensive operations in the sector.
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The Post-Reformation PLAA: Training 
Implications                                                     
For US Army training audiences, the first step to 
understanding the PLAA in the 21st century is to 
immediately throw out the stereotypes of  a poorly-
trained and ill-equipped conscript army attempting 
to overwhelm their opponents with sheer weight of  
manpower. The modern PLAA is a mostly modernized 
and largely mechanized force, with advanced EW 
capabilities, and several weapons systems that are 
competitive with their Western counterparts. While 
their reforms are not yet complete—and numerous 
capabilities and conventions are not yet mature—the 
contemporary PLAA should be viewed as a modern, 

mechanized force, largely comparable to other first-
order armies around the world.

Key PLAA capabilities that should be carefully 
replicated are their skill and tenacity in combat 
reconnaissance; the integration of  reconnaissance, 
maneuver, and firepower; the density of  anti-tank 
and anti-air weapons of  all types; and the toughness, 
enthusiasm, and dedication of  the Chinese soldier. 
Limitations that should be replicated are immature staff  
procedures and structure, relatively weak logistical and 
sustainment support, the presence of  large numbers of  
legacy systems—particularly tanks and artillery—and 
limited joint integration.♦ 
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Dennis J. Blasko, LTC, USA (Ret)INTERVIEW
By Bradley A. Marvel, OE&TA

A seemingly endless number of  writers, analysts, and officials 
endlessly discuss the political goals and strategies of  China. The 
amount of  noise makes it very difficult to tell truth from fiction 
from hyperbole from propaganda. Can you give us your take on 
the modern Chinese political objectives, and the strategies they 
intend to use in order to get there?

First and foremost, China and the CPC (Communist 
Party of  China) are looking to become what they call a 
“Great Power,” as they were centuries ago. We can trace 
much of  this back to 1979, when Deng Xiaoping 
implemented a massive reform effort in the wake of  
Mao’s death a few years earlier. He set the goal to 
become a “moderately developed” country by the 
mid-21st century, which is usually interpreted 
as the centennial anniversary of  the PRC, or 
2049. When this goal was first established, 
China was very literally dirt-poor by global 
standards. They had to make major changes 
to their economy and society at large in 
order to build the foundation for 
achieving what they now call the 
“China Dream.” 

Officially, they do not use language 
that suggests they’re looking to 
supplant any existing world power; 
they don’t discuss spreading the 
communist political ideology; they 
don’t discuss having the most 
powerful military, or the most 
political influence, or the greatest 
scientific or industrial base. 
Instead, they talk about being a 
leader in each of  these areas—one 
of  many leaders. That being said, 
they still face significant challenges 
in achieving their goals. 

In my opinion, the most important 
aspect of  this from the military’s 
perspective is understanding the 
path that China adopted following 
Deng Xiaoping’s ascent. In the early 
1980s, Deng stated that he did not 
think a large-scale war was likely. At the time, this meant 
that China could essentially postpone building a strong 
military, and instead, focus China’s limited resources on 
building their economy, their science and technology 
base, and a variety of  other social, non-military issues. 
This was a significant contrast compared to the massive 
investments in the military one saw in other one-party 
states, such as the Soviet Union or North Korea. The 
military’s development essentially was subordinated 
to national economic development, and for much 

of  the first 20 years after Mao’s death, the military 
was relegated to a background role from a budgetary 
perspective. Their defense spending in this era was in 
the single-digit billions, for a force numbering between 
3 and 4 million soldiers. Compare this to American 
spending of  around $400 billion for a force roughly 
half  that size. 

In the mid to late 1990s, with the economy growing at 
a rapid rate, they started spending more money directly 
on the military. In the mid 1990s, Chinese defense 

spending hit $10 billion, and grew consistently after 
that, roughly in step with the growth of  the Chinese 

GDP. Growth varied year to year, averaging over 
10 percent annually, but the upward trend was 
consistent. Today, their spending is around 
one-third of  the United States. This has given 
the PLA far more resources to throw at new 

equipment and training. However, 
it should be noted that the growth 
of  the military budget remains 
subordinate to, but coordinated 
with, national economic 
development and the communist 
party controls the allocation of  
resources. 

Chinese military development 
goals were first quietly announced 
in the late 1990s, then announced 
more publicly in 2006. They 
described a three-step development 
process for military modernization: 
placing benchmarks at 2010, 
2020 and mid-century, meaning 
2049, indicating a very long-term 
outlook for military modernization. 
Specific objectives have been 
adjusted slightly over the years and 
Xi Jinping recently added a new 
milestone in 2035, acknowledging 
that the 2010 date had passed. By 
2020, they expect that their current 
set of  reforms to be complete, and 

will have achieved mechanization of  the PLA (People’s 
Liberation Army). By the time of  Xi’s new benchmark, 
they seek to have fully modernized equipment, training, 
personnel structure, and doctrine. By 2049, they look to 
be a “world-class military.” Officially, they consistently 
use the wording A world class military, not THE world 
class military. But, they don’t define what a world-class 
military is, a lesson learned from previous rounds of  
reform, where certain goals were set out, and then 
adjusted. 

A famed statue of Deng Xiaoping, the 
architect of  many Chinese reform efforts 
following the Mao era.
Source: Ermell [CC BY-SA 4.0 (https://creativecommons.org/licenses/
by-sa/4.0)], https://commons.wikimedia.org/wiki/File:Statue_of_Deng_
Xiaoping_in_Lianhuashan_Park_Shenzen_China_1310759.jpg

https://commons.wikimedia.org/wiki/File:Statue_of_Deng_Xiaoping_in_Lianhuashan_Park_Shenzen_China_1310759.jpg
https://commons.wikimedia.org/wiki/File:Statue_of_Deng_Xiaoping_in_Lianhuashan_Park_Shenzen_China_1310759.jpg
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One important thing about these development 
objectives is that while some western analysts and 
governments suggest that the Chinese are attempting 
to achieve hegemony in the Indo-Pacific region in the 
near term—and global hegemony in the long term—the 
Chinese do not use the term hegemony to describe their 
own objectives. In fact, they use the term “hegemony” 
to describe other powers—currently, like the US, and 
historically, like the USSR—in a pejorative sense. They 
also do not use the term Indo-Pacific as we understand 
it—their focus is on Chinese-claimed territories and the 
near seas.

As for more specific Chinese objectives, I see securing 
Chinese borders and territory, deterring attacks on 
the mainland, peaceful reunification of  Taiwan, and 
maintaining Chinese claims in the near seas as their 
primary political objectives. Most other international 
objectives focus more on economic and commercial 
development, such as the Belt-Road Initiative. While 
these efforts are widely publicized, they likely are not as 
well-planned and organized as we’re led to think they 
are. They may, however, eventually necessitate a greater 
Chinese military presence overseas that likely will 
require an improved naval and expeditionary capability. 
We’re seeing this effort drive the expansion of  the 
Chinese navy and marine corps -- the marine corps, for 
example, has more than tripled its size over the last few 
years, increasing from two marine brigades of  5,000 to 
6,000 personnel each, to six brigades, plus new SOF 
and aviation units.

In short, the PLA’s primary focus will remain 
maintaining its deterrence and defensive posture in 
Chinese territory and in the near seas, while gradually 
expanding its expeditionary capability, all done in 
concert with national economic development. 

You mentioned military reforms numerous times - do you think 
that the Chinese will achieve these goals that they’ve set out for 
themselves, or might it end up being too much, too soon?

The group army as it is currently configured. PLAA experimentation on the structure of organizations like this is constant and 
ongoing.

Reforms are always a learning process. The PLA is 
certainly moving in the direction it wants to go, but the 
more they try to implement some of  these initiatives, 
the more they discover that these things are harder to 
do in real-life than it is to write about them in books. 
In fact, the army in particular has already begun to 
reform some of  their reforms. One good example is 
standardizing the structure of  the group army, their 
corps-level organization. Two years ago, group armies 
were standardized with six combined arms brigades and 
six supporting brigades, one each artillery, air defense, 
SOF, army aviation (helicopter), engineer and chemical 
defense, and service support brigade. A recent change 
they’ve made has been to break up the engineer and 
chemical defense brigade into two separate brigades: 
an engineer brigade and a chemical defense brigade. 
This change isn’t universal yet,—at least one group 
army has retained the old structure. This series of  rapid 
changes illustrates that they will decide on something, 
experiment and train with it, and discover what does 
and does not work. They then must go back and revise 
based on the lessons learned. Many of  these new 
adjustments are not announced officially and we have 
to catch glimpses of  them in Chinese media reports, 
making open source analysis ever more difficult.

I’ve said for some time that when the 2020 “deadline” 
rolls around that the PLA will announce successful 
completion of  reforms, but experimentation and 
modification will continue. Every time a Chinese unit 
goes on a field exercise, new equipment, unit structure, 
tactics, and doctrine are tested. The results of  these 
tests get sent up the chain of  command, and then drives 
change throughout the organization. Running up to 
the 2035 “deadline”, I anticipate many more significant 
changes in the PLA, but fewer public announcements.

Regarding that 2035 date, I think it is very likely that 
the complete overhaul of  the PLA’s equipment—begun 
under Deng Xiaoping back in the early 1980s—will 
finally be complete. All of  the early Cold-War Soviet 
derived material will finally be gone, replaced by mostly 
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Chinese-designed equipment dating from the 1990s or 
2000s. You can track this replacement in a publication 
like The Military Balance. For example, about two years 
ago more than half  of  the Chinese tank force was 
composed of  Type 59 tanks, a Soviet-derived design 
dating from the 1950s. Today, newer Type 96 and Type 
98/99 tanks, designed in the 1990s, slightly outnumber 
Type 59s. It took some 20 years to move to a majority 
modern tank types, so it is reasonable to think that 
it may take another decade at least to finally purge 
all of  the legacy tanks from the inventory. Ironically 
enough, by that time, some of  the early Type 96 and 
98 tanks may themselves be obsolete and ready for 
replacement. The same process is underway for every 
category of  equipment—modernized APCs, IFVs, 
artillery, helicopters, and so on—with many of  the same 
challenges and similar timelines. 

One of  the huge upgrades we’ve seen to PLAA 
(People’s Liberation Army Army) capability in this 
time period is a series of  new systems significantly 
increasing the range at which ground commanders 
can strike. Ancient 152mm artillery pieces are being 
replaced by modernized, longer-range 155mm systems, 
older multiple rocket launchers are being augmented 
by highly capable 300-mm multiple launch rocket 
systems, and attack helicopters and UAVs (Unmanned 
Aerial Vehicles) have significantly increased their 
operating radii. While longer range is a valuable, it has 
several second- and third- order effects that must be 
considered. Intelligence and targeting must now extend 
to the maximum range of  their capabilities to support 
the new systems; coordination and communications 
with other units and with the joint force are now 
necessary to deconflict airspace, and so on. All of  these 
supporting efforts are ongoing, but it all results in 
increasingly complex operations that the PLA will have 
learn on the training field.

One of  the things you’ve written about extensively is the 
professionalization of  the PLAA’s NCO (noncommissioned 
officer) corps. The career NCO is one of  the most important 
components of  most western militaries, but the PLAA had 
virtually no NCO corps to speak of  20 years ago. Could you 
describe how the PLAA has gone about building a professional 
NCO corps from scratch, and how that process may look going 
forward? 

Prior to 1998, squad leaders were simply 3rd or 4th year 
conscripts; NCO leaders weren’t a part of  the PLAA’s 
personnel system. That year, however, they established 
their first cohort of  professional NCOs, along with 
the educational and training support necessary to 
develop them into military leaders and technicians. The 
first cohort was chosen from the conscript pool and 
given additional training. Some jobs that previously 
were assigned to officers were handed off  to NCOs, 
including many billets that we traditionally associate 
with NCOs, such as supply sergeants. Professional 
NCOs became squad leaders.

Developing an NCO corps was a huge effort, requiring 
a number of  major reforms and significant resources. 
The relationship between officers and NCOs had to 
be established; the duties and responsibilities of  NCOs 
had to be built from scratch; the ranks of  NCOs had 
to be filled by competent soldiers. One of  the most 
significant changes undertaken was the training and 
education of  NCOs. Today, several stand-alone NCO 
schools exist in which NCO cadets may attend two- 
or three-year degree programs. Many PLA officer 
academies have subordinate NCO departments, where 
NCOs receive both academic instruction and military 
leadership training. Some NCO positions require 
significant functional, job-focused technical training as 
well, which may be done formally or at the NCO’s unit. 

Figuring out the relationship between NCOs and 
officers has been a challenge. Higher level NCO 
leadership positions, such as company first sergeants 
or sergeants major, have been established only in 
the last few years. Many of  the leadership duties that 
we typically associate with senior NCOs, such as 
supervising soldier welfare, morale, and discipline, were 
traditionally handled by the unit’s political officer. The 
PLA recently added a 7th NCO rank in order to allow 
more senior NCOs to finish their careers and retire 
from the military. Last year, the first cohort of  PLAA 
NCOs hit the 20-year mark, which means we are only 
now seeing the first NCOs who have gone through 
the new system from the beginning to the end of  their 
careers. 

One of  the major benefits from the development of  
the NCO corps is that NCOs now can work in staff  
positions at battalion and higher level headquarters. 
The newer PLAA unit structures and approach to 
operations and planning requires far more staff  than 
previously—a battalion staff  used to consist only of  a 
commander, political officer, and deputy commander, 
for example, which was sufficient when all they had 
to do was pass higher echelon orders down to their 
company commanders. Now combined arms battalion 
are tasked to conduct independent operations, requiring 
a full range of  staff  work at that level. The PLAA 
discovered that staff  NCOs can both provide assistance 
to officers and fill key staff  roles.  A significant amount 
of  PLAA experimentation over the last few years 
focused on how the future battalion staff  should be 
structured—getting the right mix of  officers, NCOs, 
and trained specialists, in the right jobs, with the right 
relationships. At this time, it appears they’ve landed on 
a formal structure employing a chief  of  staff, a unit 
“master sergeant,” and four principal staff  officers 
or NCOs. Of  note, while this staff  is now probably 
capable of  fighting independently for short periods of  
time, it does not look to be large enough to be capable 
of  conducting both current operations and planning on 
a 24-hour, high intensity cycle over an extended period 
of  time. 
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As I said above, the PLAA is just now seeing its first 
batch of  NCOs go through the new system from 
beginning to end. It will take time for them to get it 
right, much as it did for us. The role of  the NCO in the 
US Army has been codified in its modern form for over 
a century. 

One of  the elements of  the Chinese security apparatus that is 
most confusing to westerners is the People’s Armed Police (PAP).. 
It doesn’t have an equivalent in the US government or in most 
western nations, but it is a very large and important part of  the 
Chinese system. Could you give a description of  the PAP, and 
how you think it will evolve over the same period of  time as the 
PLA as discussed above?

First, it is important to understand that there really is 
not an American equivalent organization to the PAP. 
They are not a military reserve, nor are they a form of  
National Guard or militia, and they are not “military 
police” as we know them. The PAP is one of  the three 
elements of  the Chinese Armed Forces, along with 
the PLA and Militia. The PLA is what we think of  as a 
traditional military, focused on external threats, and the 
Militia, with some exceptions, is an enormous, low-
readiness paramilitary organization with limited military 
capabilities, serving mainly a source of  manpower. The 
PAP’s primary mission is to work with civilian police 
forces during law enforcement and stability operations 
internal to China. The PAP also has a secondary 
mission to support PLA operations, which mostly takes 
the form of  light infantry and security operations. 
Domestic security missions include crowd control, riot 
control, and counter-terrorism operations. China sees 
the division between internal security/law enforcement 
and external security in much the same way America 
does, and this is outlined in their national defense law. 

We don’t have a good estimate of  how large the PAP 
is, but we do know that there are PAP units spread 
throughout every province in China. During a round 
of  reforms last year, the PAP lost several hundred 
thousand personnel—mostly border security and 
security for key natural resources—that were handed 
off  to local civilian governments. At the same time, 
the PAP assumed control of  the Chinese Coast Guard, 
along with its assortment of  maritime missions. My best 
guess is that the PAP today has around a half  million 
personnel. 

The modern PAP era began after their very 
poor performance during the Tiananmen Square 
demonstrations in 1989. In the following decades they 
were reorganized at least twice and re-equipped mainly 
as a truck-mobile organization reinforced with some 
armored vehicles, helicopters, and highly-trained special 
operations units. In addition to the provincial units, a 
number of  well-trained and equipped “mobile units” 
were established as a mobile reserve, ready to travel 
and deploy as needed to support provincial units in 
domestic stability operations. 

The big problem that we’re having today in 
understanding the PAP is deconflicting their role in 
anti-terrorism operations from their role in domestic 
security and stability. The Chinese aren’t helping this 
confusion with their own procedures—they often 
train on situations where a peaceful protest devolves 
into a violent riot overlaid with terrorism or separatist 
events. These situations require wildly varied sets of  
capabilities: crowd control is a very different mission 
from assaulting small groups of  armed terrorists. The 
first requires large numbers of  paramilitary personnel, 
armored and shielded, employing mostly nonlethal 
weapons to control the behavior of  a mostly unarmed 
crowd, with the objective of  ending the protest or 
demonstration with as few casualties on both sides 
as possible. Direct action antiterrorism missions, on 
the other hand, require small units utilizing extremely 
precise and rapid application of  lethal force at an 
exact time and place. One of  the major confusing 
factors is that both of  these unit types are in the same 
organization, which makes their employment potentially 
very problematic. 

An important aspect of  the latest reform was spreading 
out “mobile units” to the entirety of  the country rather 
than concentrating them in certain areas. This capable 
reserve force at the provincial level, which American 
audiences might understand as a Quick or Rapid 
Reaction Force.

Is it accurate to say that there are three tiers of  capability 
level within the PAP? Elite antiterrorism units, the mobile/
mechanized units, and then the local, provincial units?

It is accurate to describe them as having three tiers, 
but it is important to remember that PAP units receive 
training in their specific areas of  responsibility—this 
isn’t a poorly trained militia. It is tricky to say that one 
unit type is better trained than another, as their mission 
sets vary significantly. Under the new organization, 
provincial PAP units control multiple local internal 
security units usually based in large cities, plus one 
or more mobile units capable of  moving throughout 
their area of  operations and small SOF units for 
antiterrorism tasks. Two new large mobile units have 
been formed, one located in northern China and one 
in the south; each commands multiple internal security 
forces that may deploy wherever needed, supported 
by larger specialized anti-terrorist units (the Snow 
Leopards and Falcons) and helicopters. Specialized 
PAP units, such as engineers, have an important role 
in responding to emergencies like natural disasters. In 
certain circumstances, the PLA may be called upon to 
support the PAP, such as responding to a chemical or 
biological incident or providing transportation. 
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Is there anything else in particular you’d like to emphasize for the 
American military training audience?

I’d like to reinforce how many differences there are 
between the Chinese armed forces and the US military. 
It is clear that the PLA has studied the US military 
carefully and has adopted some of  our best practices in 
their own reform efforts, but they are not attempting 
to become “just like us” because of  China’s social, 
political, economic, and geographic circumstances.

They’ve also studied Russia and European militaries; 
how they’ve performed both in hot wars and 
peacekeeping operations. They’ve tried to learn from 
each country they study and have come up with a 

uniquely Chinese solution. There are many reasons 
for this—China’s size, geographic position and terrain 
diversity—and their political system—are all important 
factors in their strategy and policy choices. So, though 
they may mirror what other countries do in some ways, 
there are a number of  important differences in their 
approach to foreign and military policy. 

In the end, the point I often try to leave people with 
is that the PLA is not the Russian military; they are 
not the North Koreans; nor are they European or 
American. They are something completely different, 
and they will come up with ways of  doing things that 
are very different from what we may expect.♦
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O   peration Red Sea is a 2018 action film written   
by Zhuzhu Chen, J. Feng, and Eric Lin. Six   
production companies were involved, including 

the PLA Navy Government TV Art. Most of  the 
filming took place in Morocco.1 The film’s director, 
Dante Lam, is also known for other major Chinese 
box office successes in Hong Kong as well as mainland 
China, including the highly successful 2016 action film 
Operation Mekong.2  

The movie begins in the Red Sea, where a PLA Navy 
surface action group with an embarked tier 

one Jiaolong team is conducting counter-
piracy operations. The first action 
(which is 

almost non-stop for the majority of  the nearly 2.5-
hour long film) shows the team dramatically disrupt a 
pirate attack on a container ship. Soon after, the group 
is ordered to conduct a noncombatant evacuation 
operation of  Chinese citizens from the fictitious Middle 
Eastern country Yewaire (a thinly disguised Yemen), 
which is embroiled in a chaotic civil war.  Meanwhile, 
a Chinese journalist stumbles upon information that 
the local terrorist group “Zaka” has acquired “yellow 
cake” and intends to make a radiologic “dirty” bomb. 

As the Jiaolong team rescues the Chinese embassy 
staff  and Chinese civilians under heavy fire and 
car bomb attacks, the journalist alerts the team of  

the dirty bomb plot. However, the team is given a 
follow-on mission to escort Yewaire civilians to 

an evacuation point, and the journalist tags 
along by slipping in among the locals. Zaka 
ambushes the convoy, killing the local 
government escorts, all of  the civilians 
except the journalist, and several of  the 
Jiaolong team. As a result of  the ambush, 
the surviving team members learn that the 

terrorists have hostages at a nearby 
compound, including one Chinese 
citizen.  Despite being severely 
outnumbered, they infiltrate 
the compound and successfully 

rescue the hostages. Although they 
lose team members in the process, 

they also gain additional information 
about the dirty bomb plot. After 
reinforcements arrive and the 
hostages are safe, the surviving 

team members set out on their own 
and without permission to disrupt 
the transfer of  dirty bomb material. 

In the end, they succeed, and the 
fallen members are honored as 
national heroes.  The film jumps 
forward in time a few months, 

and then ends as the PLA Navy 
intercepts an American Navy 

group that is entering Chinese-
claimed waters. 

Operation Red Sea is very 
loosely based on real 
events. During a period 

of  increased violence in 
Yemen in March-April, 2015, 

Operation Red Sea (2018)FILM 
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the governments of  Pakistan, Ethiopia, Singapore, 
Italy, Germany, Poland, Ireland, Britain, Canada, and 
Yemen requested Chinese Navy support evacuating 
their citizens. A Chinese frigate assisted in the rescue of  
225 non-Chinese citizens to Djibouti, having previously 
evacuated 571 Chinese citizens and 8 non-citizen 
employees of  Chinese companies.3

Operation Red Sea is intense, non-stop action from 
beginning to end. What little character development 
occurs is formulaic if  not clichéd, because that isn’t 
what the film is about – it’s about the fight scenes. The 
film combines realistic fighting with over-the-top stunts 
that avoid any sense of  campiness through persistent, 
exaggerated, and graphic violence and gore. It does not 
pull any punches depicting the chaos and confusion of  
combat. 

Operation Red Sea is not really meant to be entertaining; 
entertainment is the means.  The objective is to 
showcase PLA military capabilities, and the film has 
it all. There are running gun battles in the street, car 
bombs, visit, board, search, and seizure operations, 
close-in ship weapons, mortar attacks, surface-to-air 
missiles, close air support, explosive drones, naval 
gunfire, combatives, a sniper duel, and a tank battle. The 
PLA Navy is shown excelling at all of  this. 

Operation Red Sea portrays cutting edge military 
equipment. The Jiaolong team uses diverse small arms, 
including FN Minimi machine guns, Remington 870 
compact shotguns, Blaser R93 rifles, Norinco QBU, 
and FN SCAR-L CQC rifles, CZ 805 G1 grenade 
launchers, Norinco QSZ-92 pistols, and Glock 9mm 
variants with silencers.4 Navy assets exhibited include 
the Chinese type 054A Jiangkai II frigate and the type 
071 amphibious transport dock.5 The Liaoning (Kuznetsov 

class) carrier even makes a cameo, deploying Shenyang 
J-15 Flying Sharks.6

Operation Red Sea is one of  a few recent films including 
Sky Hunter (2017), Wolf  Warrior (2015), and Wolf  
Warrior II (2017) that represent a major paradigm shift 
in Chinese cinema. Mainland and Hong Kong cinema 
may be replete with contemporaneous action movies, 
but modern-day military films are actually anomalous. 
Traditionally, Chinese war films are period pieces set 
during WWII at the latest, and are used as a mechanism 
to promote traditional values.7 

Perhaps more important than being emblematic of  
a change in Chinese cinema is simply the fact that 
the movie was a success. It grossed $579 million in 
China, making it the second most financially successful 
Chinese movie of  all time.8 This reviewer watched 
the film on Netflix, which is providing new life to it 
through streaming audiences.

Operation Red Sea is propaganda. However, it is kind 
of  good propaganda that is worth seeing for those 
who like extremely violent movies. It is also worth 
seeing for the Army, as it provides insight into how 
China – both the government and the people – see 
their place on the global stage. Operation Red Sea depicts 
China as a country capable of  projecting power to 
remote locations, successfully, with altruism and 
moral authority. Chinese military personnel appear 
professional, dedicated, capable, and disciplined, but 
also with enough independence to do the right thing 
in the absence of  orders. Chinese weapons and tactics 
are depicted as modern and effective as any used by 
Chinese competitors such as the US. This is the face of  
the PLA Navy that China wants to present to the world, 
and the box office numbers show that the Chinese 
people ate it up.♦
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https://commons.wikimedia.org/wiki/File:Aircraft_Carrier_Liaoning_CV-16.jpg
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ZLT-05 (Type 05) Chinese Amphibious Light Battle Tank (LBT)
Tanks and AT Vehicles > Tanks > Amphibious Tank > ZLT-05 (Type 05) Chinese Amphibious Light Battle Tank (LBT)
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Alternative Designation: ZTD-05, ZBD 2000, ZLT-05, VN16
Date of  Introduction: 2006
Estimated out of  Service Date: 2056
Manufacturer: Norinco
Proliferation: China: over 50, Venezuela: INA
Type: Amphibious Light Battle Tank (LBT)
Family: Type 05
Crew: 4 ea
Maximum Effective Range (Land): 500 km
Maximum Effective Range (Sea): 90 km

The ZLT-05 was publicly revealed in 2006. At that time it was already in 
service with the PLA Marine Corps.Type ZLT-05 is very similar to the US 
Expeditionary Fighting Vehicle in concept, though it has heavier armor 
protection. Additionally, the ZLT-05 has a large welded hull, specially 
designed for high-speed swimming. The Vehicle is armed with a fully-
stabilized 105-mm rifled gun, which is the same gun, found of  the Type 
63A.With a effective range of  over 2,000 meters against armored targets, 
the ZLT-05 HEAT round can penertrate between 460-500mm of  steel. 
Also, the ZLT-05’s main gun can fire APFSDS, HE rounds, and a gun-
launched anti-tank guided missiles. Orginally developed for the Russian 
9M117 Bastion, these laser guided missiles have a maximum range of  
5 kilometers and a 90% hit probability against static targets. Secondary 
armament consists of  coaxial 7.62-mm machine gun and another 12.7-
mm MG, mounted on top of  the roof. The ZLT-05 has a crew of  four 
and can accomodate a additonal four troops. The vehcile has a maximum 
amphibious speed on water of  around 45 km/h. Vehicle can travel 10 
km or more at sea, however it may not reach the swimming performance 
of  the US EFV. Development and expansion of  this new high-speed 
amphibious vehicle family shows the high level of  resources China is 
devoting towards the amphibious assault capabilities. This vehicle is being 
proposed for export customers. Its export designation is VN16. This 
amphibious light tank has been exported to Venezuela

Length: 9.5 m
Width: 3.36 m
Height: 3.04 m
Weight, Combat: 28.5 tons
Ground Pressure: INA kg/m

Engine Name: INA
Engine Type: Four-stroke turbocharged water-cooled diesel
Engine Power (Land): 500 hp
Engine Power (Sea): 1,577 hp
Transmission: Mechanical
Cruising Range (Land): 500 km
Cruising Range (Sea): INA, estimates have it going as far as 2/3 of  it’s 

land range. km
Speed, Maximum Road: 65 km/h
Speed, Average Cross: 40
Speed, Maximum Swim: 25 (Wow that is fast for a IFV) km/h
Maximum Distance at Sea: 90 km
Tracks: Tracks are supported by two return rollers located between the 

first and last pairs of  road wheels.
Suspension: Hydropneumatic
Wheels: 6, unevenly-spaced road wheels per side
Gradient: 60 %
Side Slope: 30 %
Vertical Obstacle: 0.6 m
Trench: 2.9 m
Fording Depth: Amphibious m
Sea State Capable: Sea State 4
Buoyancy Reserve: Yes

TBR-121

System

Ammunition (Option 1)

Blue Force Tracker: Yes

VHF Transceiver: Yes
VHF Range: 1 to 50 km
Proliferated: Widely
Digital Data: Yes, Full
Control: Self-Adaptive Control (Including Automatic Antenna Tuner)
Frequency Agile: Yes
Wireless Network Capabilities: Yes
Note: Very similar in capabilities to the US SINCGARS ASIP

Name: ZTS63A, or Type 83
Type: 105 mm
Caliber: 44
Rate of  Fire: 6-8 rds/min
Bore evacuator: Yes
Maximum Firing Range: 17.2-22 km
Traverse Range: 360 deg
Traverse Left: 180 deg
Traverse Right: 180 deg
Maximum Elevation: +18 deg
Minimum Elevation: -5 deg
Muzzle Brake: Yes
Bore Evacuator: Yes
Loading Type: Manual with a hydraulic ram assistance

Name: BTA2 105mm Projectile
Type: APFSDS
Basic Load: 30 total rounds of  105mm Projectiles rds
Warhead Type: INA
Maximum Effective Range: 2,800 m
Penetration: 220mm of  RHA set at 66.4 deg from 2,000 meters
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Ammunition (Option 2)

HJ-73 Red Arrow ATGM (Option 3)

HJ-73 Red Arrow ATGM (Option 2)

HJ-73 Red Arrow ATGM (Option 1)

HJ-73 Red Arrow ATGM (Option 4)

System

System

Ammunition

Ammunition

Name: DTP1A, 105mm Projectile
Type: HEAT
Basic Load: 30 total rounds of  105mm Projectiles ea
Warhead Type: HEAT warhead
Maximum Effective Range: 3,000 m
Penetration: 80mm of  RHA set at 60 deg and protected by ERA

ATGM Type: HJ-73 Red Arrow Anti-Tank Missile System

Name: Red Arrow 73E
Type: Anti-Tank Missile System
Muzzle Velocity: 135 m/s
Maximum Range: 3,000 m
Warhead Type: Tandem-HEAT
Hit Probability: 90 %
Penetration Probability: 80 %
Penetration: 300 mm of  RHA set at 68° and protected by ERA

Name: Red Arrow 73D
Type: Anti-Tank Missile System
Muzzle Velocity: 130 m/s
Maximum Range: 2,800 m
Warhead Type: Tandem-Heat
Hit Probability: 90 %
Penetration Probability: 80 %
Penetration: 280 mm of  RHA set at 68° and protected by ERA

Name: Red Arrow 73B
Type: Anti-Tank Missile System
Muzzle Velocity: 120 m/s
Maximum Range: 2,800 m
Warhead Type: Tandem-HEAT
Hit Probability: 90 %
Penetration Probability: 80 %
Penetration: 200 mm of  RHA set at 68° and protected by ERA

Name: Red Arrow 73F
Type: Anti-Tank Missile System (Bunker Buster)
Muzzle Velocity: 130 m/s
Maximum Range: 2,800 m
Warhead Type: Fuel Air Explosive Warhead
Hit Probability: 90 %
Penetration Probability: 80 %
Penetration: 300 mm of  RHA set at 68° and protected by ERA

Name: Type 80 Chinese Heavy Machine Gun
Manufacturer: Norinco
Type: 7.62mm Heavy Machine Gun
Length, Total: 1,192 mm
Length, Barrel: 658 mm
Diameter: INA
Action: Gas Operated
Rate of  Fire: 700-800 rds/min
Feed System: Belts in 100/200/250 round boxes
Sights: Open sights. Optical/Night vision scope can be outfitted.

Name: QJZ-89 or Type 89
Type: 12.7mm Heavy Machine Gun
Manufacturer: NORINCO
Length, Total: 2,119 mm
Length, Barrel: 1,003 mm
Weight (Gun Only): 17.5 kg
Weight, (Tripod Only): 8.5 kg
Max Rate of  Fire: 600 rds/min
Sustain Rate of  Fire: 400-600 rds/min
Action: Gas/Recoil
Feed System: Belt
Sights: Iron/Optical

Type: Rifle
Caliber: 12.7 mm
Cartridge: 12.7x108 mm
Basic Load: 1,200 ea
Max Effective Range: 1,600 m

Type: 7.62×54mmR
Caliber: 7.62x54 mm
Muzzle Velocity: 840 m/s
Basic Load: Belts in 100/200/250 round boxes
Max Range: 100-1,500 m
Min Range: 100 m
Armor Penetration: INA

Name: BMS System
Computerized FCS: Yes
Thermal Vehicle Commander: Yes
Thermal Gunner: Yes
Main Gun Stabilization: Yes
3D Map of  the OE: Yes, Standard
Satellite Navigation System: BeiDou Satellite
Battle Management System: Yes
Navigation System: BeiDou satellite navigation system

Hull Armor Type: Hull is of  aluminium base armor protected by 
composite appliqué armor.

Hull Armor: 30 mm
Sides and Rear Armor: 14.5 mm
Turret Armor: INA
Applique Armor: Yes
Explosive Reactive Armor: INA
Active Protection System: Yes
Mine Clearing: INA
Self-Entrenching Blade: INA
NBC Protection: Yes
Smoke Equipment: Yes, 8 Total, 4 on each side 76mm
Bow Blade: Yes
Belly Plate: Yes
Self-Sealing Fuel Tank: Yes, capable of  stopping a 25 mm APFSDS 

round at 2,000 m.
Automatic Fire Suppression Device: Yes

PLZ-07B: The PLZ-07B is an SPH designed for the Chinese Marine 
Corps. It is based on the Type 05 hull and uses the weapon system from 
the PLZ-07, which is based on a different hull. The vehicle is designed 
to have the same mobility and protection as the ZBD-05, however, it is 
equipped with a large-calibre howitzer and attendant FCS so that it can 
provide organic indirect fire support for ZBD-05 formations.

Type 001: The Type 001 is an APC based on the Type 05 hull. It is 
believed that the Type 001 is more likely to be found in service with the 
amphibious elements of  the PLA rather than the Marine Corps, as it 
has been shown on exercises with the 74th Army Group. It is designed 
to perform as an APC and is capable of  carrying a section of  equipped 
infantry into combat alongside other Type 005 variants.
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Worldwide Equipment Guide (WEG)
Equipment Added/Updated Tracker

4th Quarter FY19
Number Equipment Name Country Added Updated

1 ZTZ-96A Chinese Main Battle Tank (MBT) China P

2 ZTL-11 Chinese Infrantry Fighting Vehicle (IFV) China P

3 ZTZ-99A Chinese Main Battle Tank (MBT) China P

4 Z-9 Harbin (WZ-9) Gun Ship Chinese Medium Multi-Role China P

5 Z-19 Chinese Attack Helicopter China P

6 Z-10 Chinese Attach Helicopter China P

7 YW534 Type 89 Chinese Armored personnel Carrier (APC) China P

8 YW31H Type 85 Chinese Armored Personnel Carrier (APC) China P

9 Yitian TY90 Chinese Short-Range Air-Defense (SHORAD) China P

10 PLL-01 Chinese 155mm Towed Artillery China P

11 AH-4 Chinese 155mm Towed Lightweight Gun / Howitzer China P

12 PHL-03 Chinese Multiple Rocket Launcher China P

13 ASN-209 Chinese MAME Unmanned Aerial Vehicle China P

14 CSK-141 Chinese 4x4 Tactical Vehicle China P

15 FB-6A Chinese Mobile Short Range Air Defense System China P

16 FN-6 Chinese Man Portable Air Defense System (MANPADS) China P

17 WZ551 Chinese 6x6 Wheeled Armored Personnel Carrier (APC) China P

18 WZ 523 Type 05P Chinese 6x6 Wheeled Armor Personnel Carrier (APC) China P

19 WS-3 Chinese 400mm Guided Multiple Launcher Rocket System China P

20 Wing Loong I Chinese Medium-Altitude Long Endurance (MALE) Unmanned Aerial Vehicle (UAV) China P

21 Wing Loong II Chinese Medium-Altitude Long Endurance (MALE) Unmanned Aerial Vehicle (UAV) China P

22 Wing Loong ID Chinese Medium-Altitude Long Endurance (MALE) Unmanned Aerial Vehicle (UAV) China P

23 Dongfeng Warrior EQ2101 Chinese 6x6 Truck China P

24 VT5 Type 15 Chinese Light Tank China P

25 VT4 (MBT3000) Chinese Main Battle Tank China P

26 VP10 Chinese 8x8 Armored Personnel Carrier (APC) China P

27 CS/VP3 Chinese Mine-Resistant Ambush Protected (MRAP) China P

28 VN17 Chinese tracked Infantry Fighting Vehicle (IFV) China P

29 VN11 Chinese Infantry Fighting Vehicle (IFV) China P

30 ZBD-03 (WZ506) Chinese Airborne Infantry Fighting Vehicle (IFV) China P

31 VN3 Chinese Reconnaissance Vehicle China P

32 VN1 (ZBL09) Chinese 8x8 Armor Personnel Carrier (APC) China P

33 VN18 (ZBD-05) Type 05 Chinese Amphibious Infantry Fighting Vehicle (AIFV) China P

34 Type 90 Chinese Towed Air Defense Gun China P P

35 T-55AMV Russian Main Battle Tank (MBT) China P P

36 Type 83 Chinese 152mm Self-Propelled Howitzer China P P

37 Type 59D Chinese Main Battle Tank (MBT) China P P

38 Type 59G Chinese Main Battle Tank (MBT) China P

39 Tiger 2065 Armored Personnel Carrier (APC) China P

40 SR5 Chinese Guided Multiple Launch Rocket System (GMLRS) China P

41 SH3 Chinese 122mm Self Propelled Howitzer (SPH) China P

42 SH2 Chinese 122mm Self Propelled Howitzer (SPH) China P

43 SH1 Chinese 155mm Self Propelled Howitzer (SPH) China P

44 HJ-73 (Red Arrow-73) Chinese Man Portable Anti-Tank Guided Missile (ATGM) System China P

45 HJ-10 Red Arrow 10 Chinese Anti-Tank Guided Missile (ATGM) China P

46 HJ-9 Red Arrow 9 Chinese Anti-Tank Guided Missile (ATGM) China P P

47 PLZ-07 (Type 07) Chinese 122mm Self Propelled Artillery China P

48 PLZ-05 (Type 05) Chinese 155mm Self-Propelled Howitzer China P
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49 PLZ-45 (Type 88) Chinese 155mm Self-Propelled Howitzer (SPH) China P

50 PLL-09 Chinese 122mm Self-Propelled Howitzer (SPH) China P

51 PLL-05 (Type 05) Chinese 120mm Self-Propelled Mortar Howitzer (SPMH) China P

52 GCZ-110 Chinese Engineer Vehicle China P

53 GSL-130 Chinese Mine Clearing Vehicle China P

54 MBT-2000 (Type 90-11) Chinese Main Battle Tank (MBT) China P

55 Al-Khalid Chinese/Pakistan Main Battle Tank (MBT) China P

56 HQ-9 Chinese Long Range, Ground Based Mobile Air and Missile System China P

57 T-72 Russian Main Battle Tank (MBT) Russia P

58 Type 63A (ZTS63A) Chinese Amphibious Light Tank China P

59 Chonma-ho (Pegasus) North Korean Main Battle Tank (MBT) North Korea P

60 T-90 Russian Main Battle Tank (MBT) China P

61 T-90K Russian Main Battle Tank (MBT) Russia P

62 T-80B Russian Main Battle Tank (MBT) Russia P

63 T-80U Russian Main Battle Tank (MBT) Russia P

64 T-80BK Russian Main Battle Tank (MBT) Russia P

65 T-80UK Russian Main Battle Tank (MBT) Russia P

66 T-80UD Russian Main Battle Tank (MBT) Russia P

67 T-90A Russian Main Battle Tank (MBT) Russia P

68 Challenger 2 (FV4034) British Main Battle Tank (MBT) Great Britain 
69 ZTZ-96A Chinese Main Battle Tank (MBT) China
70 T-64B Russian Main Battle Tank (MBT) Russia
71 T-64BK Russian Main Battle Tank (MBT) Russia P

72 T-64BV Russian Main Battle Tank (MBT) Russia P

73 T-64 BM Bulat Ukrainian Main Battle Tank (MBT) Ukraine P

74 T-64U Ukrainian Main Battle Tank (MBT) Ukraine P

75 T-64BV Model 2017 Ukrainian Main Battle Tank (MBT) Ukraine P

76 Leopard 2 German Main Battle Tank (MBT) Germany P

77 Leopard 2A4 German Main Battle Tank (MBT) Germany P

78 Pz 87 (Panzer 87) Switzerland Main Battle Tank (MBT) Switzerland P

79 Pz 87WE (Panzer 87 Werterhaltung) Switzerland Main Battle Tank (MBT) Switzerland P

80 Type 96 (ZTZ96) Chinese Main Battle Tank (MBT) China P

81 Type 96A (ZTZ-96Gai) Chinese Main Battle Tank (MBT) China P

82 Type 96B (ZTZ96B) Chinese Main Battle Tank (MBT) China P

83 T-55AMV Russian Main Battle Tank (MBT) Russia P

84 Chieftain MK 5 British Main Battle Tank (MBT) Great Britain P

85 2S1 (Gvozdika) Russian Self-Propelled Howitzer (SPH) Russia P

86 2S3 Akatsiya (M1973) Russian 152mm Self-Propelled Howitzer (SPH) Russia P

87 2S3M1 Russian 152mm Self-Propelled Howitzer (SPH) Russia P

88 2S19 Msta Russian Self-Propelled Howitzer (SPH) Russia P

89 2S19M1 (Msta-SM1) Russian Self-Propelled Howitzer (SPH) Russia P

90 2S19M2 (Msta-SM2) Russian Self-Propelled Howitzer (SPH) Russia P

91 QN-506 Chinese Fire Support Vehicle (FSV) China P

92 YW-531 (Type 63) Chinese Armored Personnel Carrier (APC) China P

93 2S35 Koalitsiya-SV Russian Self Propelled Howitzer (SPH) Russia P

94 2S35-1 Koalitsiya-SV-KSh Russian Self Propelled Howitzer (SPH) Russia P

95 2S23 Nona-SVK Russian 120mm Self-Propelled Mortar System (SPMS) Russia P

96 2S5 Giatsint-S Chinese 152mm Self-Propelled Howitzer (SPH) China P

Continued on next page...
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97 2S9-1 Russian 120mm Self-Propelled Mortar (SPM) Russia P

98 2S9 NONA Russian 120mm Self-Propelled Mortar (SPM) Russia P

99 BMD-1 Russian Airborne Amphibious Infantry Fighting Vehicle (IFV) Russia P

100 BMD-1K Russian Airborne Amphibious Infantry Fighting Vehicle (IFV) Russia P

101 BMD-1P Russian Airborne Amphibious Infantry Fighting Vehicle (IFV) Russia P

102 2S9-1M Russian 120mm Self-Propelled Mortar (SPM) Russia P

103 SH1 Chinese 155mm Self Propelled Howitzer (SPH) China P

104 SH2 Chinese 122mm Self Propelled Howitzer (SPH) China P

105 SH3 Chinese 122mm Self Propelled Howitzer (SPH) China P

106 Type 83 Chinese 152mm Self-Propelled Howitzer China P

107 G6 Rhino South African 155mm Self-Propelled Howitzer (SPH) South Africa P

108 GCT (AUF1) French 155mm Self-Propelled Gun (SPG) France P

109 GCT (AUF1-TA) French 155mm Self-Propelled Gun (SPG) France P

110 Caesar French 155mm Self-Propelled Howitzer (SPH) France P

111 M-1978 Koksan North Korea 170mm Self-Propelled Gun (SPG) North Korea P

112 M-1989 Koksan North Korea 170mm Self-Propelled Gun (SPG) North Korea P

113 ZBL-09 (Type 09) Chinese 8x8 Armor Personnel Carrier (APC) China P

114 ZTL-11 Chinese Infantry Fighting Vehicle (IFV) China P

115 ZZH-09 (Type 09) Chinese 8x8 Armor Personnel Carrier (APC) China P

116 ZBD-04 (Type 4) Chinese Infantry Fighting Vehicle (IFV) China P

117 ZBD-04A (Type 4) Chinese Infantry Fighting Vehicle (IFV) China P

118 VN17 Chinese tracked Infantry Fighting Vehicle (IFV) China P

119 ZBD-05 (Type 05) Chinese Infantry Fighting Vehicle (IFV) China P

120 ZSL-92 (WZ551) Chinese 6x6 Wheeled Armored Personnel Carrier (APC) China P

121 ZBD-03 (WZ506) Chinese Airborne Infantry Fighting Vehicle (IFV) China P

123 ZTL-11 Chinese Infantry Fighting Vehicle (IFV) China P

124 Dongfeng EQ2101 Chinese 6x6 Tactical Vehicle China P

125 V-150 American Light Armored Vehicle (LAV) America P

126 AMX-10P French Infantry Fighting Vehicle (IFV) France P

127 MILAN 1 French Anti-Tank Guided Missile (ATGM) France P

128 MILAN 2 French Anti-Tank Guided Missile (ATGM) France P

129 MILAN 3 French Anti-Tank Guided Missile (ATGM) France P

130 MILAN 2T French Anti-Tank Guided Missile (ATGM) France P

131 MILAN ER French Anti-Tank Guided Missile (ATGM) France P

132 AMX-10P Marines French Infantry Fighting Vehicle (IFV) France P

133 AMX-10 PAC 90 French Infantry Fighting Vehicle (IFV) France P

134 FN MAG French 7.62mm General Purpose Machine Gun France P

135 AMX-10RC Renove French Armored Reconnaissance Vehicle (ARV) France P

136 AMX-10RC French Armored Reconnaissance Vehicle (ARV) France P

137 AMX-10P French Infantry Fighting Vehicle (IFV) France P

138 Marder 1A3 German Infantry Fighting Vehicle (IFV) Germany P

139 Rheinmetall MG 3 German General Purpose Machine Gun Germany P

140 Marder 1A5 German German Infantry Fighting Vehicle (IFV) Germany P

141 BMD-3 Russian Airborne Amphibious Infantry Fighting Vehicle (IFV) Russia P

142 9M113 Konkurs Russian Anti-Tank Guided Missile (ATGM) Russia P

143 RPK-74 (AK-47) Russian Assault Rifle Russia P

144 AGS-17 Russian Automatic Grenade Launcher Russia
145 PKT Russian 7.62mm Machine Gun Russia P


